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This dissertation was written as part of the LLM in Transnational and European 
Commercial Law, Banking Law, Arbitration/Mediation at the International Hellenic 
University.  
The aim of this dissertation is to present and analyze the opportunities created and the 
problems arising during the virtual arbitration proceedings in the era of the pandemic 
SARS-CoV-2. In the first chapter, a brief presentation of the structure of the virtual 
arbitration process is made. Then, the manner of conducting the virtual hearings and 
presenting digital evidence through the use of technological means is analyzed. 
The second chapter analyzes the opportunities and efficiencies created when an 
electronic environment is used for conducting virtual hearings and gathering and 
presenting electronic evidence. The third chapter focuses on the opposite side and 
specifically on the problems that may arise in a virtual arbitration process. Ιn the same 
chapter, solutions to these problems are presented, many of which have already been 
included in arbitral institutions’ protocols and guidelines. Finally, the same concerns and 
their proposed solutions are presented through the case-law of national courts. 
At this point I would like to express my gratitude to my supervisor, Professor Björn 
Centner, whose guidance has been crucial for the completion of my dissertation. I 
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Introduction 
One major change that occurred worldwide due to the pandemic SARS-CoV-2 is 
the massive and increased use of technological means by individuals and businesses 
in their daily activities1. Τhe ongoing global pandemic has substantially affected the 
dispute resolution sector and especially the manner in which the arbitration 
proceedings are conducted2, as the virtual environment and remote processes are 
now the new normal3. The use of technological tools has now become vital. 
Online arbitration proceedings do not consist a new phenomenon, but the 
conduct of a fully remote procedure through electronic means has been relatively 
infrequent until now4. Given the travel and health restrictions imposed by the 
pandemic, parties, counsels, and tribunals realize that the integration of virtual 
processes in arbitration is the most viable solution5, so that no arbitral proceedings 
are abruptly interrupted6. 
As shown in the first chapter of this thesis, the whole arbitral process is carried 
out remotely and is based solely on web communications7. In the first stage, the 
parties are invited to follow an online procedure for submitting new arbitration claims 
 
1Africa Arbitration Academy. (2020). Protocol on virtual hearings in Africa, p. 4. (available at: 
https://www.africaarbitrationacademy.org/wp-content/uploads/2020/04/Africa-Arbitration-
Academy-Protocol-on-Virtual-Hearings-in-Africa-2020.pdf) (last visited: December 12, 2020). 
2 Cleary Gottlieb. (2020). International Arbitration in the Time of COVID-19: Navigating the Evolving 
Procedural Features and Practices of Leading Arbitral Institutions, p. 1. (available at: 
https://www.clearygottlieb.com/-/media/files/alert-memos-2020/international-arbitration-in-the-
time-of-covid19.pdf) (last visited: December 12, 2020). 
3 Chawla, C. (2020). International Arbitration During COVID-19: A Case Counsel’s Perspective. Kluwer 
Arbitration Blog. (available at: International Arbitration During COVID-19: A Case Counsel’s Perspective 
- Kluwer Arbitration Blog) (last visited: December 12, 2020). 
4 Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework. Journal of 
International Arbitration, 37(4), Queen Mary School of Law Legal Studies Research Paper No. 333/2020, 
p. 3. (available at SSRN: Remote Hearings in International Arbitration: An Analytical Framework by Prof 
Maxi Scherer :: SSRN) (last visited: December 13, 2020). 
5 Gupta, A. & Kavalakkat, N. (2020). Virtual Arbitration in India. A practical Guide. Centre for Arbitration 
and Research. MNLU Mumbai, p. 1. (available at: 
https://mnlumumbai.edu.in/pdf/Virtual%20Arbitration%20in%20India,%20CAR%20MNLU%20Mumba
i.pdf) (last visited: December 12, 2020). 
6 Allende, L., & Fontana, A. (2017). Did You Really Send It? Email Evidence in Litigation and Arbitration 
in Argentina. Defense Counsel Journal, 84(3), pp. 1-10, p. 1. [available at: Did You Really Send It: Email 
Evidence in Litigation and Arbitration in Argentina 84 Defense Counsel Journal 2017 (heinonline.org)] 
(last visited: December 12, 2020). 
7 Badiei, F. (2015). Using Online Arbitration in E-commerce Disputes: A Study on B2B, B2C and C2C 
Disputes. International Journal of Online Dispute Resolution, 2(1), pp. 88-113, p. 93. [available at: Using 
Online Arbitration in E-Commerce Disputes: A Study on B2B, B2C and C2C Disputes 2 International 
Journal of Online Dispute Resolution 2015 (heinonline.org)] (last visited: December 12, 2020). 
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and filing their case8. The core stage of the procedure, concerning the collection and 
presentation of digital evidence and the conduct of virtual hearings using electronic 
media and tools9, is described in more detail in the following subsections of the first 
chapter. The aim of the first chapter is for the reader to understand how the virtual 
arbitration process evolves and the electronic means used for its smooth running. 
The second chapter presents in detail the advantages of conducting virtual 
hearings and having the opportunity to present the evidence solely through electronic 
means. This chapter essentially answers the question of whether the use of electronic 
tools throughout the remote arbitral process works for the benefit of the parties. The 
result of this study shows that the remote procedure does not affect the nature and 
benefits of the arbitration procedure as we know it. Remote arbitration remains a 
mechanism capable of resolving online disputes in a timely, flexible10 and cost-
effective manner utilizing modern virtual communication channels11. In other words, 
we conclude that the prudent and flawless use of technological means for the 
presentation of evidence by the parties during the virtual hearings, can make the 
process more efficient and beneficial for the parties12. The same conclusion was 
reached by the recent court decisions that recognize the positive effects of using 
technology in the field of arbitration, and are presented throughout this thesis. 
However, in the new reality of digital environment, it remains crucial that the 
basic principles of the arbitral procedure and the rights of the participants are not 
violated13. The question that will be answered is whether we can take advantage of 
the benefits that arise from the use of technology, but without affecting the arbitral 
process. In other words, are the difficulties of the virtual arbitration process presented 
in chapter 3 capable of affecting the adequate standards of due process? 
 
8 International chamber of commerce (ICC). (2020). Urgent COVID-19 message to DRS community. 
(available at: https://iccwbo.org/media-wall/news-speeches/covid-19-urgent-communication-to-drs-
users-arbitrators-and-other-neutrals/) (last visited: December 12, 2020). 
9 Abdel Wahab, M.S. (2012). ODR and E-Arbitration, Trends and Challenges, in Abdel Wahab, M.S., 
Katsh, E., & Rainey D. Online Dispute Resolution Theory and Practice, p. 402. Eleven International 
Publishing, The Hague, the Netherlands.  
10 Park, W. (2006). Arbitration of International Business Disputes: Studies in Law and Practice, p. 51. 
Oxford; New York; Oxford University Press. 
11 Id. Badiei, F., p. 95. 
12 Id. Badiei, F., p. 95. 
13 Id. Cleary Gottlieb. (2020), p. 4. 
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We come to the conclusion that the parties and the arbitral tribunal have a 
decisive role in ensuring the compliance of virtual arbitration with the principles of 
confidentiality and due process. The methodology behind this is the presentation in 
chapter 3 of the concerns which have arisen around the cyber security, the principle 
of confidentiality, the witness examination and the technical difficulties in the remote 
process. On one hand, the parties should be very careful when choosing the 
technological means to use at the virtual hearings and for the presentation of their 
digital evidence as to ensure their participation at a fair and efficient process. On the 
other hand, the arbitral tribunal should ensure a smooth transition from face-to-face 
hearings and paper documents to remote hearings and digital evidence, to achieve 
equal treatment of the parties. 
As seen throughout the course of this thesis, international arbitral institutions 
have already been confronted with the problems posed by the current crisis, by 
establishing new rules and guidelines for remote arbitrations, in order to propose 
some solutions and help parties and arbitral tribunals to adapt to the demands of 
virtual arbitration proceedings14. Finally, the attitude of the national courts towards 




14 Kazmi, S. & Bradford, J. (2020). Coronavirus & Arbitration: Institutional Responses, challenges and 
practical tips. (available at: 39 Essex Chambers | Coronavirus & Arbitration: Institutional Responses, 
Challenges and Practical Tips (Part One) | 39 Essex Chambers | Barristers' Chambers) (last visited: 
December 12, 2020). 
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Chapter 1: Virtual hearings and gathering evidence in online arbitration 
Firstly, in this chapter the stages of remote arbitral procedure are presented, as 
they have been formed given the pandemic. Then, in the following subsections, in 
order to better understand the structure of virtual process, a more detailed analysis 
of technological means, through which the virtual hearings are conducted, is made.  
Lastly, it is explained what digital evidence is and how parties may collect and present 
their evidence in virtual arbitration. 
1.1. Remote arbitral procedure 
This subsection presents the structure and stages of a virtual arbitral process. 
I. Case filing – E-Submission 
At the conventional form of arbitration, the claimant party validly commence an 
arbitration by submitting a request for arbitration and providing hard copies of his 
submission to the tribunal15. As a consequence of the pandemic, a common method 
was fixed by the arbitral institutions regarding the filing of new requests for 
arbitrations, promoting the use of electronic means of communication16. For instance, 
on May 2020, the London Court of International Arbitration (LCIA) urged the parties 
to use mainly electronic means for filing their new requests for arbitration through 
the LCIA’s online filing system, and the whole communication with LCIA should be 
done only via email17. The same method was followed by the American Arbitration 
Association (AAA) which set up the online platform AAA WebFile, through which the 
 
15 International chamber of commerce (ICC). (2020). Filing a request. (available at: 
https://iccwbo.org/dispute-resolution-services/arbitration/filing-a-request/) (last visited: December 
12, 2020). 
16 International chamber of commerce (ICC). (2020). Urgent COVID-19 message to DRS community. 
(available at: https://iccwbo.org/media-wall/news-speeches/covid-19-urgent-communication-to-drs-
users-arbitrators-and-other-neutrals/) (last visited: December 12, 2020); See also, International 
chamber of commerce (ICC). (2021). Note to Parties and Arbitral Tribunals on the Conduct of the 
Arbitration – 01-01-2021, p. 3. (available at: https://iccwbo.org/publication/note-to-parties-and-
arbitral-tribunals-on-the-conduct-of-the-arbitration-01-01-2021-english-version/) (last visited: January 
13, 2021); Id. Cleary Gottlieb. (2020), p. 3. 
17 London Court of International Arbitration (LCIA). (2020). LCIA Services Update: COVID-19. (available 
at: LCIA Services Update: COVID-19) (last visited: December 13, 2020). 
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parties may submit their claims online18, and in addition they can manage their case 
electronically, have direct access to relevant legislation, and manage, edit and 
exchange documents online19. Thus, through digital communication tools (like email, 
electronic platforms designed especially for e-filling20, etc.)21, the parties may file their 
requests and then, may send or upload their documents and communicate through 
online secure channels with any arbitral institution, the tribunal and the opposing 
parties22.  
II. Pre-hearing preparation 
It would be prudent for the parties to draw up at an early stage, a written 
agreement with which they would expressly consent to the conduct of remote 
hearings for their arbitration and agree on every detail of the remote process23. Also, 
the parties, exercising their autonomy, and the tribunal are the ones who have to 
decide and agree in advance on the technology, software, equipment, and platform 
to be used in their virtual arbitral process24. Lastly, the arbitral tribunal has the 
obligation to inform timely and properly the parties for the scheduled date of the 
virtual hearing so that all participants to the arbitration have enough time firstly, to 
 
18American Arbitration Association (AAA). Access and Manage Your Case. (available at: 
https://apps.adr.org/AAAApp/faces/login.jsf?_ga=2.102536327.701953790.1607791071-
640022800.1607791071) (last visited: December 15, 2021). 
19 Kaufmann-Kohler, G. & Schultz, T. (2005). The Use of Information Technology in Arbitration. Jusletter 
5, p. 44. [available at: Jusletter - The Use of Information Technology in Arbitration (weblaw.ch)] (last 
visited: December 5, 2020). 
20 Cakir, G. & Dalar, E. (2018). Arbitration via Internet Environment Online Arbitration. GSI Articletter, 
(19), pp. 223-236, p. 231. (available at: Law Journal Library - HeinOnline.org) (last visited: December 12, 
2020). 
21 Id. (LCIA). (2020). LCIA Services Update: COVID-19. 
22 See also, Singapore International Arbitration Centre (SIAC). (2020). Enhanced Covid-19 measures at 
SIAC. (available at: 
https://www.siac.org.sg/images/stories/press_release/2020/%5bANNOUNCEMENT%5d%20ENHANCE
D%20COVID-19%20MEASURES%20AT%20SIAC.pdf) (last visited: December 13, 2020); See also, ICC. 
(2021). Note to Parties and Arbitral Tribunals on the Conduct of the Arbitration, p. 3. 
23 Id. Africa Arbitration Academy Protocol, §2.3.1. 
24 Id. Gupta, A. & Kavalakkat, N. (2020). Virtual Arbitration in India. A practical Guide. Centre for 
Arbitration and Research. MNLU Mumbai, p. 4; Scherer, M. (April 29, 2020). Online Hearing Against the 
Wish of One Party. SCC Online Seminar Series. (available at: https://vimeo.com/414726437) (last 
visited: December 12, 2020); Born, G.  (May 5, 2020). Virtual Hearings: Contemporary Perspectives – 
Part 1. SIAC Webinar Series. (available at: https://www.youtube.com/watch?v=6J4dbPI-17c&t=2704s) 
(last visited: December 12, 2020); See also, Africa Arbitration Academy Protocol, §2.1.2; Chartered 
Institute of Arbitrators (CIArb). (2020). Guidance Note on Remote Dispute Resolution Proceedings, §1.2. 
(available at: https://www.ciarb.org/media/8967/remote-hearings-guidance-note.pdf) (last visited 
December 12, 2020). 
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make the technical preparations needed, and secondly, to test and connect to the 
digital platform25. 
The usefulness of this stage lies in the fact that the parties and the arbitral tribunal 
may participate in a “test” virtual hearing before the scheduled hearing26. During this 
trial virtual meeting, the parties and the arbitral tribunal will have the opportunity to 
check all the technological means they have chosen for their remote hearing, plus the 
back-up technological equipment27. In this way, the parties and their counsels may 
examine the technical characteristics and the software of the digital platform to be 
used28, in order to ensure that they have a stable internet connection29 and suitable 
devices to participate effectively and equally to the process30, otherwise they will have 
time to take the necessary preparatory technological steps to participate successfully 
in the virtual hearing. 
III. Hearing stage 
a) Conduct of virtual hearings 
With priority given to safety and public health protection, physical meetings and 
hearings remain impossible in many jurisdictions, as strict travel restrictions have been 
imposed31. For this reason, arbitral institutions make their best efforts to ensure that 
transitioning from physical to fully virtual hearings can be achieved in an efficient, 
 
25 Africa Arbitration Academy Protocol, § 3.1.1. 
26 Connerty, A. (2020). The Future of International Arbitration following the Pandemic: The Hybrid 
Hearing? (available at: CIArb - The Future of International Arbitration following the Pandemic: The 
Hybrid Hearing?) (last visited: December 12, 2020). 
27 Africa Arbitration Academy Protocol, §2.1.3; See also, International Chamber of Commerce (ICC). 
(2021). Checklist for a protocol on virtual hearings and suggested clauses for cyber-protocols and 
procedural orders dealing with the organization of virtual hearings, p. 2. (available at: 
https://iccwbo.org/content/uploads/sites/3/2020/12/icc-checklist-cyber-protocol-and-clauses-
orders-virtual-hearings-english.pdf) (last visited: January 12, 2021). 
28 International Chamber of Commerce (ICC). (2020). ICC Guidance Note on Possible Measures Aimed at 
Mitigating the Effects of the COVID-19 Pandemic, p. 2. (available at: 
https://iccwbo.org/content/uploads/sites/3/2020/04/guidance-note-possible-measures-mitigating-
effects-covid-19-english.pdf) (last visited: December 10, 2020); Africa Arbitration Academy Protocol, 
§2.1.3. 
29 Korean Commercial Arbitration Board (KCAB). (2020). Seoul Protocol on Video Conferencing, Art. 5.5. 
(available at: 
http://www.kcabinternational.or.kr/user/Board/comm_notice_view.do?BBS_NO=548&BD_NO=169&
CURRENT_MENU_CODE=MENU0025&TOP_MENU_CODE=MENU0024) (last visited: December 15, 
2020). 
30 Id. Gupta, A. & Kavalakkat, N., p. 9; CIArb Guidance Note on Remote Proceedings, §7.2. 
31 Africa Arbitration Academy Protocol, p. 4. 
 
  -7- 
secure and cost-effective manner32. Given the fact that physical hearings can hardly 
be conducted, documents-only case examination becomes an alternative to be 
considered by the arbitral tribunals33. Otherwise, evidence and testimonies must be 
given by using exclusively electronic means, like emails, audio-conference or video-
conference during the hearing phase34.  
Specifically, the arbitral institutions point out through their guidelines and 
protocols the technological means that could be used for conducting virtual hearings. 
For instance, the Articles 14.3 and 19.2 of the LCIA Arbitration Rules 2020 define the 
remote means of communication that can be used by the parties and the arbitral 
tribunal, such as the “conference call, videoconference or other communications 
technology or exchange of correspondence”35. The same tools are provided as a 
choice where in person hearing is not crucial, in Articles 24.4 and 26.1 of the revised 
ICC 2021 Arbitration Rules (the “Rules”), launched by the International Chamber of 
Commerce36. 
b) Gathering and presenting evidence in online arbitration 
The arbitral process usually starts with a written stage (filing a case, submission 
of documents and written evidence) and then follows the hearing process (oaths, 
testimonies, etc.)37. Each partly is required to provide the court with all relevant 
 
32International Chamber of Commerce (ICC). (2020). 2021 Arbitration Rules and 2014 Mediation Rules. 
(https://iccwbo.org/publication/arbitration-rules-and-mediation-rules/) (last visited: January 10, 
2021). 
33 Baker, M. & Ibrahimov, A. (2017). Norton Rose Fulbright. International Arbitration Report, p. 5. 
(available at: Online Dispute Resolution and electronic hearings | Uganda | Global law firm | Norton 
Rose Fulbright) (last visited: December 12, 2020); See also, ICC Guidance Note on Measures for COVID-
19, §8; Id. Connerty, A. (2020). 
34 Nwandem, O. (2014). Online Dispute Resolution: Scope and Matters Arising, p. 8. (available at: Online 
Dispute Resolution: Scope and Matters Arising by Osinachi Nwandem :: SSRN) (last visited: December 
20, 2020); See also, ICC. (2021). Note to Parties and Arbitral Tribunals on the Conduct of the Arbitration, 
p. 15. 
35 London Court of International Arbitration (LCIA). (2020). LCIA Arbitration Rules. (available at: 
https://www.lcia.org/Dispute_Resolution_Services/lcia-arbitration-rules-2020.aspx) (last visited: 
December 5, 2020). 
36 The International Chamber of Commerce (ICC), on December 1, 2020, issued its revised ICC 2021 
Arbitration Rules (the “Rules”), and declared that these Rules will apply to arbitrations submitted to the 
ICC Court from 1/1/2021. (the full text is available at: https://iccwbo.org/publication/arbitration-rules-
and-mediation-rules/). 
37 Economou, G. (2019). Admissibility and Presentation of Evidence in International Commercial 
Arbitration. (available at: http://www.greeklawdigest.gr/topics/judicial-system/item/208-
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evidence in his possession in support of its case38. Tribunals generally admit all 
documents and any testimonial evidence submitted by the parties39, as will be 
discussed below. Τhe procedure remains the same in the digital environment with the 
difference that each party may submit and present its evidence to the arbitral tribunal 
and the opposing party via technological means40 (mostly by using e-mail, uploading 
the evidence on virtual document platforms, before or/and during the hearing 
phase)41. 
Lastly, it would be wise for the parties and their counsels to agree whether to use 
a document platform, which will allow them to upload and have access of the 
necessary documents from the initial stage of the arbitral process and in a paperless 
way42. By investigating the documents at an early stage, parties and their counsels will 
be informed in due time of the documents held by each party in support of its case43, 
and therefore, will be able to evaluate them, make key decisions about how to handle 
the case and be better prepared for the hearing process44. 
 
admissibility- and-presentation-of-evidence-in-international-commercial-arbitration) (last visited: 
December 12, 2020). 
38 Derains, Y, (2006). Towards Greater Efficiency in Document Production before Arbitral Tribunals: A 
Continental Viewpoint, ICC International Court of Arbitration Bulletin, Special Supplement, p. 87. 
39 Id. Economou, G. (2019). 
40 Schwarzenbaker, P. (2018). Online arbitration: European and US perspective. Bocconi Legal Papers, 
10(1), pp. 387-425, p. 409. (available at: 
https://heinonline.org/HOL/Page?handle=hein.journals/bocclp10&collection=journals&id=399&starti
d=&endid=437) (last visited: December 20, 2020). 
41 Fayad, M. & Kazzi, H. (2015). Electronic Arbitration in Lebanon – Overview and trends. European 
Scientific Journal, ESJ, 11(7), p. 40. (available at: 
https://eujournal.org/index.php/esj/article/view/5304) (last visited: December 2, 2020). 
42 Id. Gupta, A. & Kavalakkat, N., p. 9; See also. Kazmi, S. & Bradford, J. (2020). (available at: 
https://www.39essex.com/coronavirus-arbitration-institutional-responses-challenges-and-practical-
tips-part-two/) (last visited: December 12, 2020). 
43 Gielen, V.N., Wahnschaffe, C. (2020). Die virtuelle Verhandlung im Schiedsverfahren. SchiedsVZ, pp. 
257-265, p. 259. (available at: Meldung - beck-online) (last visited: January 24, 2021). 
44 Ross, S., Goddard, A., et al. (2020). Construction Law Quarterly. In Proceedings of the Institution of 
Civil Engineers - Management, Procurement and Law, 173 (3), pp. 122-137. (available at: 
https://www.icevirtuallibrary.com/doi/10.1680/jmapl.2020.173.3.122) (last visited: December 5, 
2020); Id. Gupta, A. & Kavalakkat, N., p. 9. 
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IV. Arbitral awards 
Lastly, the notification of arbitral awards has changed and the arbitral tribunals 
adapt to the new circumstances imposed by the pandemic. Awards are notified to the 
parties mainly in electronic form45. 
1.2. Virtual background of arbitration process 
In the following subsections only the core part of virtual arbitration process will 
be examined and specifically, the manner of conducting virtual hearings and 
presenting digital evidence in remote arbitration, and what kind of electronic tools 
could help in their smooth running. 
1.2.1. Conduct of virtual hearings 
The arbitral tribunal may decide whether the procedure should only be in writing 
given the restrictions imposed by the pandemic. Otherwise, the tribunal may conduct 
a virtual hearing46 even absent party agreement47, or over party objection48, and 
specifically may allow counsels to present the case during the oral phase, witnesses to 
testify in defence of the parties49, cross-examination of witnesses, experts, etc.50. The 
tribunal also retains the possibility, after examining the circumstances of each case, to 
combine face-to face proceedings with virtual hearings. Ηowever, this paper examines 
the conduct of fully remote process and virtual arbitral hearings. 
Of particular importance is the “Note to the parties and arbitral tribunals on the 
conduct of the arbitration under the ICC Rules of Arbitration (2021)” issued by the 
International Chamber of Commerce51 which at §99 declares that: “The arbitral 
 
45 Scherer, M., Bassiri, N., et. al. (2020). International Arbitration and the COVID-19 Revolution (Part 1 
of 2). Kluwer Arbitration Blog. (available at: ‘International Arbitration and the COVID-19 Revolution’ 
(Part 1 of 2) - Kluwer Arbitration Blog) (last visited: December 12, 2020); See also, ICC Guidance Note 
on Measures for COVID-19, p. 4. 
46 ICC 2021 Arbitration Rules, Art. 26(1). 
47 Id. Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework, p. 13. 
48 Cleary Gottlieb. (2020), p. 5. 
49 Id. Gupta, A. & Kavalakkat, N, p. 22. 
50 On April 2020, China International Economic and Trade Arbitration Commission (CIETAK) issued the 
"Guidelines on Actively and Steadily Promoting Arbitration Procedures During the New Coronary 
Pneumonia Epidemic (Trial)”, See §2.5. (available at: 
http://www.cietac.org.cn/index.php?m=Article&a=show&id=16910) (last visited: December 13, 2020). 
51 The full text is available at: https://iccwbo.org/publication/note-parties-arbitral-tribunals-conduct-
arbitration/. 
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tribunal must take any decision to hold an evidentiary hearing by remote means of 
communication rather than by physical attendance after careful consideration of all 
relevant circumstances, including the nature of the hearing, the possible existence of 
travel constraints, the planned duration of the hearing, the number of participants 
and of witnesses and experts to be examined, the size and complexity of the case, the 
need for the parties to properly prepare for the hearing, the costs and the gains of 
efficiency that may be expected by resorting to virtual means of communication, and 
whether rescheduling the hearing would entail unwarranted or excessive delays.”52. 
Furthermore, the preceding Article 25 of the previous edition of ICC Rules 2017 
refered to “in-person” hearings. This reference raised concerns about whether the 
physical presence of the parties in the same place is mandatory for the proper conduct 
of a hearing, as the big difference in a fully remote hearing is the absence of a real 
hearing room, and the full use of computer technology53. This confusing reference has 
been revised in Article 26.1 οf ICC Arbitration Rules 2021 to clarify any doubts54. 
Specifically, the Article 26.1 explicitly mentions the possibility of conducting hearings 
either “by physical attendance or remotely” using technological means such as “video-
conference, telephone or other appropriate means of communication”, “where any 
of the parties so request, or of the tribunal’s own motion”55. Such a necessary, in the 
author's view, review is in line with the new reality and demonstrates that digital 
environment and technological tools must and can be effectively integrated into the 
arbitral process, and especially into virtual hearings.  
We therefore conclude that the party’s right to be heard does not depend on the 
physical presence of all the participants in the same hearing room. As long as the 
hearing allows for an oral and synchronous exchange of arguments or evidence 
between the parties, their counsels, and the arbitral tribunal, the threshold 
requirements are met and it seems difficult to argue that virtual background may 
affect the nature of the hearing56. In other words, if it is possible for every party to 
 
52 For more details see §99 of the Note. 
53 Id. Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework, p. 13.  
54 See ICC Arbitration Rules 2021. 
55 CMS – Law- Now (2020). (available at: https://www.cms-lawnow.com/ealerts/2020/12/arbitral-
rules--the-season-of-change-continues-icc-arbitration-update) (last visited: January 5, 2021). 
56 Id. Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework, p. 5.  
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present its case equally and fairly through the transmission of images and audio, the 
hearing shall not preclude the right to be heard57.  
The same conclusion was reached for the first time by the Austrian Supreme Court 
in its Docket 18 ONc 3/2020s decision58. Particularly, prior to COVID-19 pandemic, an 
arbitration case has been filed at Vienna International Arbitration Centre (VIAC). The 
oral hearing had originally been planned for 10 March 202059. In January 2020, due to 
the pandemic breakout, the parties considered conducting a remote hearing due to 
safety restrictions imposed by the pandemic. The respondents denied the possibility 
of conducting a virtual hearing and counter proposed holding a face-to-face hearing 
when conditions allow. However, their counter proposal was dismissed by the arbitral 
tribunal, which insisted that the remote hearing would take place on the above 
scheduled date via a video-conference platform. Following this decision, the 
respondents raised a challenge against the members of the arbitral tribunal claiming 
that the tribunal treated the parties unequally and decided to conduct remote hearing 
in a discriminatory way, over their objections60. 
 After the rejection of their challenge, they brought the issue before the Austrian 
Supreme Court. The Court in this unprecedented decision held that due to health and 
safety restrictions the remote process is the best solution to conduct the hearings, 
emphasizing in particular that technological means, such as videoconference 
platforms (for the presentation of digital evidence and the conduct of hearings) have 
long been used in judicial proceedings61. Therefore, it is time for the arbitral tribunals 
to follow suit. Furthermore, stated that as long as the parties are treated equally and 
have the opportunity to participate effectively in the virtual process, the arbitral 
 
57 Id. Gielen, V.N., Wahnschaffe, C. (2020), p. 259. 
58 Baysal, P., Korkmaz, M. & Kaçar, D. (2020). Arbitration and Virtual Hearings. Gün + Partners. (available 
at: https://gun.av.tr/insights/articles/arbitration-and-virtual-hearings#_ftnref2) (last visited: January 
10, 2021). 
59 Id. 
60 Id. Baysal, P., Korkmaz, M. & Kaçar, D. (2020). Arbitration and Virtual Hearings. Gün + Partners. 
61 Scherer, M., Schwarz, F., Ortner H. etc. (2020). In a ‘First’ Worldwide, Austrian Supreme Court 
Confirms Arbitral Tribunal’s Power to Hold Remote Hearings Over One Party’s Objection and Rejects 
Due Process Concerns”, Kluwer Arbitration Blog (available at: In a ‘First’ Worldwide, Austrian Supreme 
Court Confirms Arbitral Tribunal’s Power to Hold Remote Hearings Over One Party’s Objection and 
Rejects Due Process Concerns - Kluwer Arbitration Blog) (last visited: January 13, 2021). 
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tribunal has no reason to refuse the conduct of virtual hearings62, confirming that the 
physical presence of the participants is not a requirement for a fair hearing process. 
Regarding the technological part of the digital environment, the means which are 
usually used to conduct a virtual hearing are software for video-conferencing (e.g., 
Skype or Skype to Business, Zoom, Microsoft Teams, etc. and any other platform 
serving the parties)63, conference calls64, document sharing, transcription and 
interpretation65. Virtual hearing rooms are the preferred way to conduct hearings 
remotely66. They are organized via the use of digital platforms and can be equipped to 
create an atmosphere approximating face-to-face proceedings67. The sole or presiding 
arbitrator shall be the host of the virtual hearing68. 
Furthermore, documents to be presented in the remote hearing would include, 
but not limited to, parties’ written pleadings, procedural orders, witness statements, 
exhibits69, slides, graphics, etc70. For a more efficient process, the digital documents 
related to the arbitration should be made available to all parties of the process via a 
digital platform for transmission and storage of documentation or via cloud-based file 
sharing software71. Lastly, a simultaneous access to shared documentation by all 
participants during the virtual hearings could be achieved through the use of 
electronic bundles and specifically via the use of screen sharing72. 
 
62 Id. 
63 Africa Arbitration Academy Protocol, p. 6. 
64 See Articles 14.3 and 19.2 of the LCIA Arbitration Rules 2020. 
65 Id. Gupta, A. & Kavalakkat, N, pp. 6-7; See also, ICC. (2021). Note to Parties and Arbitral Tribunals on 
the Conduct of the Arbitration, p. 16. 
66 CIArb Guidance Note on Remote Dispute Resolution Proceedings, §3.1. 
67 Id. Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework, p. 8. 
68 Africa Arbitration Academy Protocol, §3.1.1. 
69 Id. Gupta, A. & Kavalakkat, N, p. 8. 
70 CIArb Guidance Note on Remote Proceedings, §5.1. 
71 Seoul Protocol on Video Conferencing, Art. 4.3; Africa Arbitration Academy Protocol, §3.3.3; CIArb 
Guidance Note on Remote Proceedings, §5.2; Gupta, A. & Kavalakkat, N., p. 8. 
72 Schwarzenbaker, P., p. 409; See also, CIArb Guidance Note on Remote Proceedings, §5.4. 
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1.2.2. Gathering evidence73  
As mentioned above, each party provides all the relevant documentary and oral 
evidence to support its case74. When it comes to evidence, we refer to the preparation 
and examination of the relevant documents, and the preparation (e.g. briefing, 
advices) of witnesses and experts for their examination, in order to support and prove 
parties’ claims75.  
• Digital evidence 
With the advent of the electronic age, communications and other information 
that used to be produced in paper documents are now often created and stored in 
electronic/digital form (“electronic documents”)76. Accordingly, much of the 
documentary evidence produced now in arbitral disputes consists of electronic 
documents77. 
Electronic evidence (evidence in digital form) is a modern form of conventional 
evidence which came up due to the strong influence of internet and technology78, and 
is set apart from evidence in analogue or physical form79. By referring to electronic 
evidence, we mean everything that is provided in electronic format to the arbitral 
tribunal and the parties, and cannot be readily reproduced on paper80. Digital 
 
73 Malacka, M. (2013). Evidence in International Commercial Arbitration. International and Comparative 
Law Review, 13(1), pp. 97–104, p. 101. (available at: https://doi.org/10.1515/iclr-2016-0061) (last 
visited: December 13, 2020). 
74 Rhoades, R.V., Kolkey, D.M., Chernick, R. (2007). Practitioner’s Handbook on International Arbitration 
and Mediation, JurisNet, LLC, p. 159 and Cooley, J.W. (2009). The Arbitrator’s Handbook. Second 
Edition, NITA, Wolters Kluwer, p. 93. 
75 Kubalczyk, M.A. (2015). Evidentiary Rules in International Arbitration – A Comparative Analysis of 
Approaches and the Need for Regulation. Groningen Journal of International Law, 3(1), pp. 85-109, p. 
86 (available at: https://grojil.files.wordpress.com/2015/05/grojil_vol3-issue1_kubalczyk_.pdf)  (last 
visited: December 13, 2020). 
76 Cao, Y. (2019). Collecting and Preserving Procedures of Electronic Evidence: Analysis of Qvod Player 
Case in China. GJFSM, 2(1), p. 2. (available at: 10.33552/GJSFM.2019.02.000526) (last visited: December 
13, 2020). 
77 International Chamber of Commerce (ICC). (2020). ICC COMMISSION REPORT: Managing E-Document 
Production, p. 2. [available at: 860-0 ENG Managingcover.indd (iccwbo.org)] (last visited: December 20, 
2020). 
78 Id. Cao, Y. (2019), p. 2. 
79 Ripatti, T. (2018). Digital evidence in international commercial arbitration (Bachelor’s thesis). Tallinn 
University of Technology, Tallinn, p. 6; Mason, S. & Seng, D. (2017). Electronic Evidence. Institute of 
Advanced Legal Studies for the SAS Humanities Digital Library, School of Advanced Study, University of 
London, p. 1 (available at: https://humanities-digital-
library.sas.ac.uk/index.php/hdl/catalog/view/electronicevidence/16/93-1). 
80 Government of Alberta. (2020). Evidence-Residential Tenancy Dispute Resolution Service (RTDRS). 
(available at: https://open.alberta.ca/dataset/bee7071d-5c17-41d1-b7ee-
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evidence consists a form that cannot be read directly by humans81. In order for 
someone to access and read any digital file, additional technological means could be 
used, such as sharing the file on a computer screen or any other application/device 
that would give direct access to anyone interested82. 
Specifically, digital evidence includes emails83, word processing documents stored 
in computers, the scanned file of a paper document stored on an electronic device, 
digital photographs, audio and video recordings, reports from computer databases, 
saved files resulting from computing programs, internet browser histories, contents 
of computer memory, etc. 84. 
All the above mentioned provided in an electronic form85, could be sent via 
email86, uploaded to a virtual document platform or cloud-based file sharing 
platform87 or stored on external devices such as a USB flash drive, CD or DVD as 
images, sounds, photographs, videos etc., to make them accessible to all parties and 
the arbitral tribunal, for the purposes of the hearing88. 
The United Nations Convention on the Use of Electronic Communications in 
International Contracts89 does not contain any definition of digital evidence, but it can 
give us better understanding of electronic communication. Specifically, the Article 4 
 
ea9f140d2526/resource/bbe4fafa-1f36-47db-9240-d97f9df511e2/download/sa-evidence-residential-
tenancy-dispute-resolution-service-rtdrs-2020.pdf) (last visited: November 20, 2020). 
81 Saleem, S. (2015). Protecting the Integrity of Digital Evidence and Basic Human Rights During the 
Process of Digital Forensics (Academic dissertation for the Degree of Doctor). Stockholm University, 
Stockholm, p. 17 (available at: https://www.diva-portal.org/smash/get/diva2:806849/FULLTEXT02.pdf) 
(last visited: December 13, 2020); Id. Mason, S. & Seng, D., p. 53. 
82 Id. Allende, L., & Fontana, A., p. 4. 
83 In many jurisdictions, the arbitral tribunal may accept the submission of evidence as long as it has 
been legitimately collected and is not confidential. See more at Allende, L., & Fontana, A., p. 3. 
84 Id. Mason, S. & Seng, D., p. 53; Allende, L., & Fontana, A., p. 6. 
85 Jokubauskas, R. & Świerczyński, M. (2020). Is revision of the council of Europe guidelines on electronic 
evidence already needed? Utrecht Law Review, 16(1), pp. 13–20, p. 15. (DOI: 
https://doi.org/10.36633/ulr.525) (last visited: December 3, 2020). 
86 United Nations Conference on Trade and development (UNCITRAL). (2007). The United Nations 
Convention on the Use of Electronic Communications in International Contracts, p. 23. [(available at: 06-
57452_main_pr.qxp (uncitral.org)] (last visited: November 25, 2020). 
87 Gupta, A. & Kavalakkat, N., p. 8. 
88 Hӧrnle, J., Hewitson, M. & Chernohorenko, I. (2018). TECHNICAL STUDY ON ONLINE DISPUTE 
RESOLUTION MECHANISMS. Online Dispute Resolution and Compliance with the Right to a Fair Trial 
and the Right to an Effective Remedy (Article 6 and 13 of the European Convention of Human Rights), 
p. 54. (available at: https://rm.coe.int/cdcj-2018-5e-technical-study-odr/1680913249) (last visited: 
December 13, 2020). 
89 Id. United Nations Conference on Trade and development (UNCITRAL). (2007). The United Nations 
Convention on the Use of Electronic Communications in International Contracts, p. 3. 
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explains that “electronic communication is any communication that the parties make 
by means of data messages, and the latter contain the information generated, 
modified, sent, received or stored by electronic, magnetic, optical or other 
technological means”90. 
Furthermore, the term digital evidence relates to the term "metadata." Metadata 
includes information about the electronic documents, such as the day of their 
issuance, name of the author, the history of changes and characteristics of the 
document, etc.91. Generally, metadata is not requested by tribunals as evidence, 
unless such data is crucial and related to the outcome of the case92.  
Concluding, digital evidence is any electronic file that contains information about 
the facts of the dispute referred to arbitration. The possibility of submitting digital 
evidence through electronic means to support a claim93, open new possibilities for the 
parties94, as shown in Chapter 2. 
• Testimonial evidence 
In most jurisdictions, the written evidence is primarily preferable by the parties 
and examined by the arbitral tribunal. In the event that the written evidence is 
insufficient to substantiate the allegations made by the parties95, and the tribunal 
cannot reach a decision for a specific issue or for the whole case, may use testimonial 
evidence96. As mentioned before, videoconference and web conference platforms are 
the technological means by which testimonies can be held under these difficult 
 
90 Id. Pavlovskaya, V. (2019). 
91 Id. Mason, S. & Seng, D., p. 28. 
92 Pavlovskaya, V. (2019). Digital Evidence in International Commercial Arbitration: High Time or High 
Hopes? ARBITRATION JOURNAL. [available at: Analytics (arbitration.ru)]  (last visited: December 13, 
2020). 
93 Ripatti, T. p. 8; Government of Alberta. (2020); Government of British Columbia. (2020). Preparing 
Evidence (available at: https://www2.gov.bc.ca/gov/content/housing-tenancy/residential-
tenancies/apply-online/prepare-for-your-hearing/preparing-evidence) (last visited at: December 13, 
2020). 
94 Ripatti, T. (2018), p. 10. 
95 Economou, G. (2019). 
96 Id. 
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conditions in the midst of the pandemic97 (See, Austrian Supreme Court No. 18 ONc 
3/20s decision98). 
o Witness examination 
A significant means of evidence is the testimony of witnesses, as they have 
personal knowledge or experience that are relevant to the party’s allegations. This 
means for example, that they themselves were present and became aware of the 
relevant incidents or information, and through their testimony will aid the arbitrator 
to clarify the case99. In most cases, the parties or their counsel are the ones who advise 
the witness and prepare his/her statement, since the goal is for the witness to be well 
prepared for his/her oral testimony100. However, the strong involvement of the parties 
in the drafting of the statement, raises doubts about the reliability of the witness’s 
written testimony101. For this reason, the oral examination of the witness by the 
arbitral tribunal plays a decisive role102. 
Oral testimony of witnesses is guided by the counsel and the tribunal has the 
general control of the whole procedure103. After the witness examination by the 
counsel, the cross-examination by the opposing counsel follows, as well as the 
questioning by the tribunal104. During questioning, to make the procedure more 
efficient when the witness, the counsel or the tribunal refer to a document, it can be 
displayed simultaneously on screens of the participants to the proceedings105, by using 
the screen-sharing feature or a document sharing platform106. 
 
 
97 Mason, S. & Seng, D., p. 61. 
98 Austrian Supreme Court (Oberster Gerichtshof, OGH), Case No. 18 ONc 3/20s (available at: 
https://www.ris.bka.gv.at/Dokumente/Justiz/JJT_20200723_OGH0002_018ONC00003_20S0000_000/
JJT_20200723_OGH0002_018ONC00003_20S0000_000.pdf) (last visited: at January 13, 2021). 
99 Government of Alberta. (2020). 
100 Malacka, M., p. 102. 
101 Id. 
102 Schlaepfer, V. A., & Alarcón, V. (2019). Direct and Re-Direct Examination. Global Arbitration Review. 
(available at: Global Arbitration Review - The Guide to Advocacy) (last visited: December 13, 2020). 
103 Seoul Protocol on Video Conferencing, Art. 1.4. 
104 CIArb Guidance Note on Remote Proceedings, pp. 4-5; Economou, G. (2019). 
105 Schwarzenbaker, P., p. 409; CIArb Guidance Note on Remote Proceedings, §3.1. 
106 Seoul Protocol on Video Conferencing, Art. 4.4; Africa Arbitration Academy Protocol, §3.3.3. 
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o Expert evidence 
Experts opinion is another significant category of evidence used in arbitration 
process. Experts may be called either by the tribunal or by the parties to testify and 
give their opinions107 as they have education, training, skill or experience in the 
requested subject area108 and thus, assist the tribunal to understand technical, legal, 
financial or other specialized areas of knowledge109. However, the expert's opinion is 
not binding on the arbitral tribunal110. 
Experts are usually invited to present their views in a written report, which will 
then be communicated via electronic means to the other party for its comments. 
However, in many instances, experts will also be subjected to oral examination at the 
virtual hearing111 and cross-examination in order to verify whether they are impartial 
and/or they mislead the tribunal112. 
• Interpretation113 
As many disputes arise between parties of different nationalities, the presence 
and assistance of an interpreter may be necessary. Once the parties have been 
informed of the date of the virtual hearing, they will have to confirm the availability 
of the interpreter114. Specifically, the participants to the virtual hearing shall ensure 
that the interpreter they have chosen has the necessary technological equipment to 
participate efficiently in the virtual arbitration process115, but also the technical 
knowledge to provide his services online, simultaneously or consecutively as 
preferred116. 
 
107 Economou, G. (2019). 
108 Kubalczyk, M.A., p. 92. 
109 Government of Alberta. (2020). 
110 Malacka, M. p. 103; Economou, G. (2019). 
111 Oldenstam, R., Löf, K. et. al. (2019). Concise Guide to Arbitration in Sweden. Mannheimer Swartling’s, 
p. 74. [available at: concise-guide-to-arbitration-2019.pdf (mannheimerswartling.se)] (last visited: 
December 13, 2020). 
112 Kubalczyk, M.A., p. 92. 
113 Africa Arbitration Academy Protocol, §3.4.1. 
114 Id.; ICC. (2021). Note to Parties and Arbitral Tribunals on the Conduct of the Arbitration, p. 16. 
115 Africa Arbitration Academy Protocol, §3.4.1. 
116 CIArb Guidance Note on Remote Proceedings, §4.1. 
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1.2.3. Necessary characteristics of the evidence submitted 
All evidence provided in a virtual arbitral process must be relevant, reliable, 
authentic, complete and legible. Relevant evidence relates directly to the issues 
claims117, and aim to prove or disprove any disputed fact, in order to help the arbitral 
tribunal to make a decision118. For submitted digital evidence to be relevant, the 
defendant typically must be tied to the evidence, usually as the sender or receiver119. 
In Chapter 3 the ways through which this connection can be secured are discussed. 
Continuing, reliable evidence is an accurate and genuine representation of events 
that hasn’t been distorted. Authentic evidence is proof that is exactly the same in 
every detail as the original120. Complete evidence provides as much information as 
possible about the event or situation need to be proved and, lastly, legible evidence 
should be readable, clear and easy to understand by all parties and the arbitral 
tribunal121. 
However, in most jurisdictions there are no exclusive rules regulating the form, 
submission, admissibility, reliability, weight122, credibility and sufficiency of 
evidence123. For this reason, the evaluation of evidence is entirely within the discretion 
of the tribunal124. Thus, the documentary evidence and the witness or experts’ 
testimonies are submitted by the parties and the tribunal decides whether to accept 
and evaluate them, in accordance with the applicable procedural rules. Commonly 
 
117 Kaufmann-Kohler, G. & and Bartsch, P. (2004). Discovery in International Arbitration: How Much is 
Too Much? SchiedsVZ, Heft 1, pp. 13-21, p. 18. (available at: Discovery in international arbitration : how 
much is too much ? | Archive ouverte UNIGE) (last visited: December 13, 2020). 
118 Antwi-Boasiako, A., Venter, H., et. al. (2017). A Model for Digital Evidence Admissibility Assessment 
in Advances in Digital Forensics XIII. Springer International Publishing, USA, p. 24; See also, Government 
of Alberta. (2020). 
119 Introducing Digital Evidence in California State Courts, p. 1. [available at: California State Rules of 
Evidence (iap-association.org)]. 
120 Id. p.1; Mason, S. & Seng, D., p. 193. 
121 Government of British Columbia. (2020). 
122 See Article 9(1) of the IBA Rules; Saleh Jaberi, M. (2010). Online arbitration: A vehicle for dispute 
resolution in Electronic commerce, p. 9 (available at: Online Arbitration: A Vehicle for Dispute Resolution 
in Electronic Commerce by M. Saleh Jaberi :: SSRN) (last visited: December 5, 2020); Id. Mason, S. & 
Seng, D., p. 58. 
123 Fiadjoe, A. (2004). Alternative Dispute Resolution: A Developing World Perspective. Routledge-
Cavendish Publishing, p. 80; Id. Economou, G. (2019). 
124 Pietrowski, R. (2006). Evidence in International Arbitration. Arbitration International, 22(3), pp. 373-
410, p. 379; Id. Allende, L., & Fontana, A., p. 3; See, Sussman, E. (2018). Cyber Intrusion as the Guerrilla 
Tactic: An Appraisal of Historical Challenges in an Age of Technology and Big Data, p. 3 (available at: 
Cyber Intrusion As the Guerrilla Tactic: An Appraisal of Historical Challenges in an Age of Technology 
and Big Data by Edna Sussman :: SSRN) (last visited: December 10, 2020). 
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accepted cases where the tribunal may reject the submitted evidence are those where 
the evidence has been falsified, distorted or is obviously irrelevant to the case125. 
The tribunal’s broad discretion also extends to the way the arbitral proceedings 
are organized, if the parties have not already reached an agreement and there is no 
opposite provision. Specifically, the tribunal assumes the role of organizing the 
proceedings as it considers proper, and decides on procedural issues such as the time, 
length, and other modalities needed for the presentation of evidence throughout the 
virtual hearings126. Also, to this broad discretion of organizing the arbitral process is 
included the arbitrator’s power to examine the admissibility, credibility and integrity 
of electronic documents127. For instance, Article 27.4 of the United Nations 
Conference on Trade and development (UNCITRAL) Arbitration Rules128 and Article 9.1 
of the International Bar Association (IBA) Rules on the Taking of Evidence in 
International Arbitration provide as follows: “The arbitral tribunal shall determine the 
admissibility, relevance, materiality and weight of the evidence offered”129. 
Particularly controversial is the question of whether digital documents should be 
treated differently from hard-copy documents, as they are considered more 
vulnerable. For a document in paper format, its authenticity can be ascertained from 
its accuracy to the original text, its verified origin, uniqueness, clarity, conciseness, and 
comprehensibility130. Although digital evidence differs greatly from hard-copy 
documents, the evidentiary rules applicable to the authentication of documentary 
evidence, should also apply to electronic evidence131. So, the digital evidence does not 
require a greater showing of admissibility merely because, in theory, it can be 
 
125 Id. Economou, G. (2019). 
126 Id. Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework, p. 5. 
127 United Nations Conference on Trade and development (UNCITRAL). (2003). Dispute settlement-
International commercial arbitration-Electronic arbitration, §3.3.2, p. 40. (available at: 
https://unctad.org/system/files/official-document/edmmisc232add20_en.pdf) (last visited: December 
2, 2020). 
128 United Nations Conference on Trade and development (UNCITRAL). (2013). UNCITRAL Arbitration 
Rules. (available at: https://uncitral.un.org/sites/uncitral.un.org/files/media-
documents/uncitral/en/uncitral-arbitration-rules-2013-e.pdf) (last visited: November 30, 2020). 
129 See the full text of the IBA Rules on the Taking of Evidence in International Arbitration at: 
https://www.ibanet.org/Document/Default.aspx?DocumentUid=68336C49-4106-46BF-A1C6-
A8F0880444DC 
130 Id. Mason, S. & Seng, D., p. 193. 
131 Id. 
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manipulated more easily than paper documents132. In any case, both a document in 
paper form and an electronic document may have been distorted or altered133. The 
tribunal should, therefore, not reject electronic evidence in advance134. 
Concluding, we must always keep in mind that the arbitral tribunal has the final 
say, so it should consider the principles of efficiency and fairness in the process of 
gathering evidence, even in the digital environment of arbitration135, as to prevent the 
massive submission of documents136 that may be unrelated to the case and cause 
delays for the parties137. 
 
Chapter 2: Opportunities in the virtual landscape of arbitration 
As shown in Chapter 1, the main parts of arbitration proceedings that were most 
affected by COVID-19 are the conduct of hearings and the collection and presentation 
of evidence by the parties138. Although alternative dispute resolution traditionally 
relied on face-to-face conferences between the parties and the arbitrator, the current 
conditions require remote processes139. In this chapter will be examined the positive 
effects of the elimination of the physical meetings, the conduct of virtual hearings and 




133 (UNCITRAL). (2003). Dispute settlement-International commercial arbitration-Electronic arbitration, 
§2.2.1, p. 20. 
134 (UNCITRAL). (2003). Dispute settlement-International commercial arbitration-Electronic arbitration, 
p. 41. 
135 Malacka, M., p. 103. 
136 Gupta, A. & Kavalakkat, N., p. 21. 
137 IBA Rules on the Taking of Evidence in International Arbitration, Art.17; Kubalczyk, M.A., p. 100. 
138 Volterra Fietta. (2020). The impact of COVID-19 on arbitration proceedings and due process. 
(available at: https://www.volterrafietta.com/volterra-fietta-client-alert-the-impact-of-covid-19-on-
arbitration-proceedings-and-due-process/) (last visited: December 3, 2020). 
139 UNCITRAL. (2003). Dispute settlement-International commercial arbitration-Electronic arbitration, 
p. 31. 
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2.1. Cost and time reduction 
The first categories of costs that can be cut in a remote environment relate to 
travel and document handling140. It is a fact that conducting an electronic hearing may 
incur additional costs for setting up the technological equipment141. It is also possible 
that a party does not have the appropriate equipment to participate effectively in the 
virtual process, so will have to spend additional money to obtain it. However, these 
expenses are easily mitigated after travel and accommodation costs in other countries 
are totally eliminated142. 
Furthermore, the use of Internet has led to the replacement of hard-copy 
documents and evidence in paper format by electronic documents and evidence143. 
For instance, unlike paper documents whose photocopies require time and money, 
electronic files require significantly less time and are shared for free144. Specifically, 
with the help of the Internet and information technology145, documents are 
transmitted simultaneously to the arbitral tribunal and the parties at low cost146, by 
using email, cloud-based document sharing and storage services, or any other 
electronic means of communication agreed upon by the parties147. 
This simultaneous distribution of electronic documents may also help to save 
time, particularly when the parties' submissions or evidence are large148. For instance, 
 
140 Cona, F. A. (1997). Application of online systems in alternative dispute resolution. Buffalo Law 
Review, 45(3), pp. 975-1000, p. 991. (available at: Law Journal Library - HeinOnline.org) (last visited: 
December 7, 2020). 
141 HFW (2020). QUESTIONS AND ANSWERS ON HOW BEST TO DEAL WITH INTERNATIONAL 
ARBITRATION IN THE FACE OF COVID-19 (available at: 001977-HFW-How-best-to-deal-with-
International-Arbitration-in-the-face-of-Covid-19-March-2020.pdf) (last visited: November 3, 2020); Id. 
Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical Framework, p. 24. 
142 Cona, F. A., p. 992. 
143 UNCITRAL. (2003). Dispute settlement-International commercial arbitration-Electronic arbitration, 
p. 31. 
144 Friedman, G. H. (1996). Alternative dispute resolution and emerging online technologies: Challenges 
and opportunities. Hastings Communications and Entertainment Law Journal (Comm/Ent), 19(3), pp. 
695-718, p. 712 (available at: Law Journal Library - HeinOnline.org) (last visited: December 10, 2020). 
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before the hearing anyone to whom the document is addressed, can process more 
easily a digital version of a document or at the time of the hearing may do a keyword 
search to find what he needs, without scrolling through all pages149. Costs and time 
are also reduced as the production of hard-copy documents is partially or totally 
eliminated150 and their dispatch by courier services may not be required151. Finally, we 
must not underestimate the positive effects of reducing paper production on 
environmental footprint152. 
2.2. Absence of territorial limitations 
Parties, counsels, witnesses, experts and the tribunal could be based in different 
locations153. Given the travel restrictions, e-hearings are a viable alternative and can 
help reduce travel costs in part or in full154. The Internet and the available 
technological means allow parties to create and exchange electronic files and 
documents regardless of their location and time zones, resulting in overcoming the 
difficulties created by distance and geographical boundaries155. For instance, 
regardless of witness or expert’s location, it is possible to testify using video and audio 
platforms, in addition to an Online Review Bundle (ORB)156. 
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2.3. Document management - More efficient pre-hearing preparation 
The benefits offered for pre-hearing preparation in a virtual landscape can be 
significant. For instance, an online document management system makes it much 
easier to handle documents, including search, text commentary or sharing between 
the clients, counsels, witnesses, and experts157. Furthermore, the possibility for all 
parties to have access to electronic evidence (which may be uploaded to e-platforms 
or cloud-based document sharing and storage services) before the hearing, makes the 
process faster, more efficient and gives the opportunity for a fair and reasonable 
hearing158. 
2.4. More efficient preparation of documentary evidence 
The cost and time spent collecting and producing bundles of photocopies of the 
original documents may rise sharply, especially in disputes involving a lot of 
documents, parties, counsels, and arbitrators, as shown above159. All these hours 
wasted on gathering papers, making multiple copies and manually correcting any error 
or making amendments to each copy, could be dramatically reduced with the use of 
an online review bundle (ORB)160.  
ORB is a digital platform which allows parties, their counsels and the arbitral 
tribunal to access all digital files uploaded to this platform161. The documents 
uploaded to the ORB will be automatically amended in the primary source, without 
any further need to be corrected by the user who uploaded the document to the 
platform162. In addition to reducing costs and time, the reduction of inaccuracies 
between copies of the bundles provided to the tribunal, parties and counsels, is also 
achieved163. Lastly, some ORB platforms allow each party to upload documents or files 
confidentially. This means that the uploaded files will only be visible to selected 
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participants to the arbitral process and the tribunal, unless expressly agreed to be 
released (e.g., for cross-examination)164.  
2.5. More efficient hearings and cross-examination 
The effortless and more productive handling of documents will automatically 
optimize the conduct of a virtual hearing. In order for all parties to have the 
documents available during the virtual hearing, they may agree to utilize a cloud 
platform to upload and save all documents related to their arbitration case or/and a 
document-sharing platform which allows all participants to view and examine the 
document being discussed at the same time165, as explained above. Valuable time is 
saved, since the participants to the virtual process spend no time in finding the correct 
document, or do not wait for any corrections and changes to be made to the 
document during the hearing (in case the document has a copying error)166. Instead, 
everyone is presented with the same material simultaneously and focusses his 
attention on the documents being discussed167. In addition, the cross-examination 
process is accelerated, since when the counsel refers to a document, it automatically 
appears on the witness screen, facilitating both the witness and the cross-examiner168. 
Lastly, the concurrent presentation of other types of digital evidence like charts, 
figures, graphs, scales, tables, diagrams, pictures, images, maps, etc. may become 
increasingly valuable tools for communicating effectively via the use of a screen and 
enable parties and their counsels to present their arguments more vividly, 
comprehensively, and clearly than if using just words169. 
Summarizing, it is apparent that technology can be a powerful tool in the hands 
of the participants to an arbitration. With the effective use of the technological tools 
mentioned above, both the conduct of virtual hearings and the collection and 
presentation of digital evidence may become easier and more efficient for the parties. 
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But in any case, we must not overlook the fact that every coin has always two sides. 
The opposite side, and specifically the problems arising in the virtual environment of 
arbitration and the possible solutions are examined in the following Chapter. 
 
Chapter 3: Problems of digital environment and proposed solutions 
The procedure of a virtual arbitration should always be organized with priority to 
preserving the rights of the parties170, like the right to be heard and the right to be 
treated equally171. In the following subsections the difficulties arising in virtual 
hearings, examination of witnesses and presentation of digital evidence will be 
analyzed, in order to check whether the above principles are protected in the digital 
environment of arbitration. Various solutions to the problems described below are 
also proposed, some of which have already been included in the Protocols and 
guidelines of the international arbitration institutions172. Lastly, the relevant recent 
jurisprudence of national courts is examined. 
3.1. Different background 
Αs presented above, many disputes may arise between parties from different 
national, cultural and legal backgrounds. These differences may adversely affect the 
arbitral process173, and especially in a digital environment where face-to-face contact 
is totally eliminated174. These differences are not only related to the parties and their 
counsels, but also to the arbitrators, who make decisions about how to conduct the 
virtual hearings and the rules to be applied, based on their legal practice175. This may 
lead to conflicts and choosing the appropriate rules of evidence might be a laborious 
task176. 
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Also, in case the participants to the virtual arbitration process have a different 
native language, they may either choose a third common language to use throughout 
the virtual process, or may use the services of interpreters177. In addition, as with the 
above, the absence of in-person contact can intensify the distance between the 
parties, especially when they do not know each other or are in fierce confrontation. 
Written communications are more impersonal than face-to-face communications, 
which are considered more interactive178. For instance, through emails it is not 
possible to observe writer’s facial expressions, reactions, and tone of voice179, making 
it more difficult for the receiver to have a complete picture of the position and style 
of the writer. 
Proposed solution 
In a virtual arbitration process, if the parties come from different legal 
backgrounds and have not pre-agreed on the evidentiary rules to be applied180, the 
tribunal may adopt the International Bar Association (IBA) Rules on the Taking of 
Evidence in International Arbitration181. The IBA Rules, to some extent, try to function 
as a hybrid system that will harmonize different legal systems in terms of evidentiary 
rules182. These guidelines can be very helpful as they provide some explanatory 
suggestions and innovations for the process of taking evidence183. However, the 
arbitral tribunal has the final say in selecting the evidentiary procedures184. 
In terms of parties speaking different languages, although the use of interpreters 
is at the discretion of the parties, different arbitral institutions have already taken a 
position through their guidelines. For instance, the Seoul Protocol on Video 
Conferencing in International Arbitration (‘Seoul Protocol’) released by the Korean 
Commercial Arbitration Board (KCAB) suggests consecutive interpretation rather than 
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simultaneous185, whereas ICC leaves it for the parties186. Furthermore, in order to 
facilitate the participation or testimony of multilingual parties or witnesses, 
simultaneous translation may be used during the virtual arbitral process187. 
Finally, written communication via text messages or emails may also lead to a 
positive effect, as the parties will not respond in the heat of the moment, but will have 
time to process their response188. We must always keep in mind that arbitration as an 
alternative dispute resolution method does not aim to improve communications 
between the parties189. The resolution of an arbitral dispute is mainly based on 
documents, like the exchange of written pleadings and evidence, rather than the oral 
evidence and testimonies190. Thus, any weaknesses or difficulties in communications 
through digital channels do not significantly affect the virtual arbitral process191. 
In any case, it is the duty of the arbitral tribunal to treat the parties equally 
regardless of their differences, in order to ensure their fair participation in the virtual 
arbitral proceedings 192.  
3.2. Due process193 
Participation of the parties in a virtual arbitration process and the increasing and 
fast dissemination of their personal information require special care to assure that the 
principle of due process is not underestimated194. Specifically, to comply with this 
principle, the parties should be given equal opportunities to present their arguments. 
Concerns are raised about the digital environment which threatens the parties’ equal 
treatment throughout the virtual arbitral proceedings.  
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As explained above, unless the parties have agreed otherwise, the tribunal has 
broad discretion to organize and conduct the proceedings as it sees fit, and also select 
the evidentiary rules to be applied195. Thus, provided that the rights of the parties are 
not violated and that a prompt and efficient procedure is ensured, the tribunal may 
conduct a virtual hearing over party objection.  The first court to rule on the matter of 
due process in virtual arbitration hearings is the Austrian Supreme Court in its OGH 
Docket 18 ONc 3/20 decision196, and specifically whether conducting a virtual arbitral 
hearing by videoconference platforms despite the objection of a party may violate the 
principle of due process197. 
Furthermore, the health and travel restrictions prevent the tribunals from 
conducting their conferences in person, especially if the members of the arbitral 
tribunal are based in different areas198. There is therefore concern about the quality 
of deliberations, since the impeccable quality of deliberations is combined with a fair 
process and a fair award199. Some may argue that there is an inability of the arbitrators 
to analyze every aspect and detail of each case through electronic communication 
platforms, as opposed to examining parties’ submissions and evidence in person200. 
Thus, the remote procedure may adversely affect the award to be rendered. 
Proposed solution 
Initially, the parties must have equal access to documents throughout the 
process201. In the event that the court decides to examine the case based only on 
documents, the parties will have to process all their evidence electronically either 
through electronic platforms or by using other electronic means, and make such 
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information available to the court and to the adverse party, respecting the principle 
of contradiction202. Electronic documents, relevant material, and e-mails203 sent by 
one party to the arbitral tribunal must be disclosed to the other party in an accessible 
and adequate way204.  
Technically, it would be better for the parties and the arbitral tribunal to 
communicate through a common “chat room”. Thus, the concurrent exchange of the 
relevant documents leads to the observance of the principle of contradiction205. Also, 
a fair virtual hearing requires that both parties have been informed before the day of 
the hearing about the evidence held by the other party206. Once the evidence has been 
communicated to the parties, they will have the necessary time to review it and 
prepare appropriately for the hearing207. 
Usually, holding a physical hearing entails a longer timeframe208. Instead, 
electronic cases require less time, and as they may allow a simple exchange of written 
statements between the parties209. For instance, if one party acts against the 
arbitration rules and the timetable, and submits a reply out of time, the arbitral 
tribunal must reject it as overdue210. Ιf the arbitral tribunal accepts this reply, it will be 
considered to act in a discriminatory manner211. So, the parties must strictly adhere to 
the timetables set212 and the tribunal must be very careful in determining the time it 
takes each party to present its case, so that no party is unfairly treated213. 
However, the virtual arbitral process cannot strictly comply with all requirements 
of due process, because it will end up negatively affecting the cost effectiveness and 
speed of the process, which are the two main positive elements of virtual arbitration 
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process, as shown above214. Thus, it is always necessary to maintain balance between 
due process and effective procedure. 
3.3. Cyber-security, privacy and confidentiality 215 
In the online environment in which arbitration proceedings take place, the 
integrity of process depends on protecting the exchanging information related to the 
virtual arbitral process, not only in terms of the information’s confidentiality (unless 
the parties decide to share their information), as well as its reliability and 
availability216.  With the use of Internet, confidential information can be spread 
rapidly217. 
There is a strong concern about the security and privacy of video-conferencing 
platforms and in particular regarding the possibility that uninvited individuals may 
invade, or interfere with virtual hearings218. Aiming at the best possible level of 
security, some restrictions need to be put in place internally to ensure that 
participants to a virtual dispute cannot access confidential information or that 
unauthorized persons cannot have any access and obtain non-public information219 
throughout the virtual process220. This requires secure authentication, as to ensure 
that the parties to the arbitral process participate with their real identities and there 
is no question of false or fake identities221. 
So, it is obvious that taking security measures is vital, since any leak of information 
relevant to arbitration process by any participant has the potential to shake the 
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confidence of all parties and jeopardise the security of the entire arbitration 
process222. 
Proposed solution  
It is essential to ensure that the technological means used allow all participants 
to feel confident that their personal information is not to be leaked or disclosed during 
the virtual hearing223. The level of cybersecurity required to cover remote arbitral 
process should be taken into consideration and agreed by the parties in advance of 
any remote meeting or hearing224. The personal data and information must only be 
communicated to the parties involved in the dispute, including the arbitral institution 
and tribunal. Parties may request the other participants to respect the confidentiality 
and privacy of the procedure, before the arbitral process commences225. 
On the one hand, a privacy policy must be followed by the arbitral tribunal or the 
arbitral institution226, so the parties can be aware of the policies applied for the 
protection of their personal data and how their personal information is stored or used 
from the beginning till the end of the virtual process227. For instance, the parties and 
the arbitral tribunal may be guided by the “ICCA-NYC Bar-CPR Protocol on 
Cybersecurity in International Arbitration” (“Cybersecurity Protocol”)228. Τhe Protocol 
provides advisory guidelines on information security measures that the parties and 
arbitrators may adopt in their virtual arbitral proceedings. It does not provide a one-
size-fits-all information security solution, as information security measures may differ 
and are shaped accordingly to the special characteristics of each case229. Τhe Protocol 
focuses on cybersecurity, and in particular on the means that can be used to ensure 
the confidentiality, integrity, and availability of digital information230. In addition, the 
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arbitral tribunal may order costs or sanctions on any participant who violates the 
information security measures adopted for the arbitration proceedings231. 
On the other hand, each party to a virtual hearing shall notify the arbitral tribunal 
of the full names and roles of all participants232 involved in the proceedings, a 
sufficient time before the day of the hearing233, in order to prevent the intrusion of 
unwelcome and unauthorized persons on the day of the hearing234. Following 
tribunal’s directions, the participants allowed to participate in the virtual proceedings 
are the parties’ representatives, counsels, witnesses, experts, interpreters, tribunal 
members, tribunal secretary, and such logistical, technical, or other support as may 
be required235. 
Furthermore, the parties shall confirm that any audio/video conferencing 
platform used for their virtual hearings complies with security and privacy 
standards236. For instance, ICC in its “Guidance Note on Possible Measures Aimed at 
Mitigating the Effects of the COVID-19 Pandemic”237 has provided various video 
platforms to which it has certified access and also different document-sharing 
platforms which could be used at the hearing, as to urge the parties to use secure 
digital communication platforms238. 
Also, in order to block access to any third party, all participants should avoid 
unprotected use of public internet networks, because public Wi-Fi is an easily 
accessible network for hackers239. Through public networks, hackers can invade 
unsecured personal devices and accounts, gain unauthorized access to confidential 
information and install malware240. Instead, it would be safer to use personal cellular 
hotspots or a wireless tether to connect to the internet241. 
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Encryption consists also an important method to ensure confidentiality, integrity, 
and security of sensitive information related to arbitral process242. This process allows 
the parties and the arbitrator to communicate securely without fear of unauthorized 
third parties interfering243. Through encryption documents are converted to an 
unreadable format for third unauthorized persons244. It is one of many security 
techniques from the field of cryptography, which is applied to make it impossible for 
unauthorized recipients to access files that do not concern them245. Access to 
encrypted files can only be achieved through the use of codes. In other words, they 
are decrypted only when the recipient enters the appropriate encryption “key”246. 
The idea of encryption was incorporated by the Korean Commercial Arbitration 
Board (KCAB) in the revised version of the “Seoul Protocol on Video Conferencing in 
International Arbitration”247. Specifically, the article 2 provides for minimum 
confidentiality and security measures, noting that “The Venue shall be in a location 
that provides for fair, equal and reasonable right of access to the Parties and their 
related persons, as appropriate. Similarly, cross-border connections should be 
adequately safeguarded so as to prevent unlawful interception by third parties, for 
example, by IP-to-IP encryption”. 
3.4. Vulnerability of digital evidence 
It is commonly accepted that the evidence in digital format is very vulnerable to 
errors, accidental changes, harmful disruption and fabrications248. For instance, 
electronic documents can be easily copied, modified, deleted or expunged249. Also, 
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email which is a common type of digital evidence, must be evaluated wisely, because 
it is very easy for the sender of an e-mail not to be the person claiming to be and hide 
his true identity250. 
Additionally, metadata, as explained above, is an integral part of any electronic 
file, which is automatically generated by the operating system without user 
intervention251. For instance, the moment the user creates a document on his 
computer, at the same time the software generates the metadata related to this 
document, such as the time when the document was created252. Thus, the information 
of the time of writing is stored in a file which is the metadata. Since it is an automatic 
software formation, that is often invisible to the user, it is more difficult for the 
metadata to be altered, manipulated, or deleted253. However, metadata is not 
unerring. Any error in the electronic environment may affect the credibility of 
metadata. For example, if the time on the computer was not accurate, the recorded 
metadata will be false254. Thus, since the environment can affect the reliability of 
metadata, any malicious user could intentionally manipulate them255. 
For all these reasons, it is of fundamental importance that any information, data 
and evidence that is uploaded and stored in a digital environment or transmitted 
through electronic means for the purposes of arbitration is kept secure and private256.  
It must be ensured that all digital evidence is intact and unaltered. 
Proposed solution 
The first possible solution is digital signature. Secure digital signature 
technology257 allows the arbitral tribunal to certify that an e-mail was actually sent by 
the person who wrote it and cannot be sent by another person or by mistake258. A 
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digital signature is another form of electronic signature created with mathematical 
algorithms which confirms on one hand that the sender of the data message knows 
its content because he wrote it himself, and on the other hand that the content of the 
email has not been modified in transit259. Such information is permanently 
incorporated into the document, which will indicate if someone has attempted to 
modify it after the sender’s signature260. 
Therefore, using a digital signature is more secure than using a traditional 
electronic signature, because it relates the document directly to its author261. It is an 
advanced electronic signature which provides an increased level of assertion 
regarding the identity of the signatory and a high level of assurance on the integrity of 
digital documents262. In the digital environment therefore, the digital signature may 
be used to verify the authenticity and integrity of a digital document263, in exactly the 
same way that the handwritten signature is used in the hard copy documents264. The 
fact that a digital signature is used to authenticate an electronic document and prove 
its integrity, does not relieve the party from proving the authenticity of the signature 
itself265. 
Furthermore, in order to prevent the leakage of non-public data, it would be 
prudent for the parties and theirs counsels to avoid exchanging personal information 
and sharing evidence via web applications, like Facebook, Messenger, YouTube, Picasa 
or WikiAlbums, that are widely accessible266. Another solution is to eliminate or totally 
restrict the exchange of emails through personal email accounts or to prohibit the use 
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of unencrypted portable devices such as USB drives, CD’ s or DVD’s, which are easily 
accessible without needing any further security steps to decode their content267. 
Parties can also upload and save their digital evidence on cloud storage platforms, 
such as Dropbox, instead of sending emails, for more secure transmissions of digital 
evidence268. The International Chamber of Commerce (ICC) has put in place an 
electronic management system “Netcase”269, which provides a secure digital 
environment for exchanging correspondence and is visible only to the parties and the 
members of the arbitral institution of each case270. 
Finally, access control can be an additional solution to prevent the access to any 
systems, accounts, or devices on which arbitration-related data are stored, by 
unauthorized persons and their illegal actions271. By using the appropriate tools, such 
as user account management, strong and complex passwords, biometric controls, 
fingerprints, multifactor authentication, and/or secure password storage anyone will 
be able to gain access to the above-mentioned data272. There is also the possibility to 
apply multiple authentication methods simultaneously in order to increase the level 
of security and make the access possible only for certified users 273. Access may also 
be granted after entering a special password given by the provider to the user, each 
time logged in, either via text message, email or a badge authentication274. 
3.5. Witness testimonies275 
Witness testimonies consist one of the most crucial means of evidence in 
arbitration proceedings, as they can have a decisive influence on the arbitral tribunal’ 
s judgment276. Virtual background raises the question of whether examining a witness 
remotely can make it more difficult for the tribunal to assess his credibility277, and may 
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prevent the conduct of a fair hearing278. Especially, during cross-examinations, it is 
essential for the tribunal to be able to see the witnesses, and analyze their answers 
and attitude, and consequently to assess the credibility and the integrity of what they 
are testifying279.  
For instance, some communication practices do not fit well to the virtual 
background, such as the examination of body language, facial expressions and tone of 
voice280. Furthermore, some may argue that when a witness testifies via audio or video 
conference platforms, it is even harder for the tribunal or the opposing party to check 
if he/she is secretly being guided by someone or if he/she secretly reading a ready-
made document281. Based on these allegations, the respondents at their claim before 
the Austrian Supreme Court (in the same case described in the first Chapter) 
challenged the arbitral tribunal. 
Lastly, the parties and their counsels are going to face difficulties in having in 
person meetings with witnesses and examine critical documents for the 
testimonies282. This may affect the complete preparation of a witness. 
 
Proposed solution 
The above-mentioned issues could affect parties’ rights to a fair hearing, to be 
treated equally and have equal opportunities to present their case or respond to a 
case against them283. Aiming to mitigate these negative conditions, the arbitral 
tribunal may decide to deal the dispute based on documents only284, if the factual 
evidence is not key to the dispute285. Testimonies can be received by using electronic 
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means, such as an email, a written electronic message, etc. Moreover, testimonial 
evidence is not used worldwide; it is mainly favored in countries where the common 
law applies, and direct examination and cross-examination of witnesses are therefore 
preferred286. For instance, in many countries, arbitration rules do not necessarily 
provide for an oral hearing as a form of the right to be heard287. However, the written 
procedure may not leave room for the parties and their counsels to present their 
arguments and place emphasis on the most main points288. A purely written procedure 
and lengthy written testimonies may complicate the arbitral tribunal to assess 
witness’ arguments. 
Thus, the tribunal may schedule an oral hearing and due to the current 
restrictions, the conduct of an oral hearing through videoconference platforms. If 
virtual hearings are taking place, various technological measures can be applied for 
ensuring the integrity and reliability of the witnesses289, some of which have already 
been mentioned in the jurisprudence of national courts.  
Firstly, regarding the ability of the tribunal or the national court to assess the 
credibility of the witness through a digital environment, the Federal Court of Australia 
in its interesting decision “Australian Securities and Investments Commission v 
GetSwift Limited [2020] FCA 504”290 expressed its opinion on this matter. Specifically, 
the Judge acknowledged that assessing the witness's conduct is crucial to further 
evaluating the evidence provided by the witness. However, he concluded, that in 
virtual trials there does not appear to be any difficulty for the judges in assessing 
witnesses’ frustration or confusion in answering questions or any hesitations and 
suspicious reactions. The Judge even pointed out that in some cases, it may be easier 
to observe a witness closely through the camera than in a courtroom where judges 
are relatively far from the witness testifying291. 
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Also, the Federal Court of Australia in the case “Capic v Ford Motor Company of 
Australia Limited (Adjournment) [2020] FCA 486” held that digital platforms such as 
Zoom or Microsoft Teams can accommodate a larger number of participants, and also 
make it easier for the court to observe and interpret a witness's demeanor during a 
virtual hearing than it was in a courtroom, as the persons’ faces are closer292. Thus, 
they banished any concerns that have arisen about the court's (or tribunal) ability to 
examine the credibility of the witness through a camera. 
Another intense concern in the digital environment regarding witness tampering 
has already been answered by the national courts. The Austrian Supreme Court in its 
pioneering decision No. 18 ONc 3/20s stated that the digital environment of hearings 
provides the opportunity for the arbitral tribunal and the parties to take further 
measures to control witness tampering and ensure its credibility. Τhe Court even gave 
specific examples of technical measures, such as placing the camera directly in front 
of the witness so that all participants can see him clearly; the possibility of recording 
the witness oral testimony; the witness should not be distracted and should look 
straight at the camera throughout the testimony; his hands should be visible on screen 
as to confirm that he/she does not secretly read any instructions by papers; and lastly 
the camera should be placed in a position that will show the room where the witness 
is testifying as to ensure that he or she is completely alone and not advised by anyone. 
Therefore, the mere fact that the witnesses will be examined through video-
conference platforms does not lead to any breach of the arbitral procedure or of the 
parties' right to a hearing and equal treatment293. 
In the same case, the Austrian Supreme Court held that the respondents’ 
allegations concerning the potential misuse of technological tools during the 
examination of witnesses should not lead to their non-use at all294. The Court also 
ruled that the risk of the witness being influenced or coached by a third person, also 
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exists in face-to-face hearings, such as for the counsel to coach the witness prior to 
the hearing295. 
Furthermore, during the witness testimony or his/her virtual cross examination, 
it must be ensured that he is completely separated from undisclosed non participating 
individuals to the proceeding and is completely alone in the room296. This can be 
checked through the video conferencing system which will allow enough visibility to 
see the whole space where the witness is297. Also, the witness shall testify that is not 
receiving any assistance from any third person during his oral testimony298. However, 
in the case “Capic v Ford Motor Company of Australia Limited (Adjournment) [2020] 
FCA 486” the Australian Court acknowledged the Respondent’s concern that the 
witnesses may be coached while testifying by a third party not seen on camera, but it 
finally held that “it was unlikely that a person would violate state laws and place their 
life in danger to coach a witness in a class action concerning allegedly faulty 
gearboxes”299. 
Regarding the cross examination, while it may be less than optimal to cross 
examine a witness for several hours by video, tribunals might take a more active role 
in the examination of witnesses, focusing on the areas of evidence that the arbitrators 
would like clarifications on. Lastly, the advocacy skills lawyers will need to be replaced 
with a style more suited to the online environment300, as the Permanent Court of 
Arbitration (PCA) pointed out301. Specifically, the PCA in the case No. 2018-39 «Estate 
of Julio Miguel Orlandini-Agreda, &. Compañía Minera Orlandini Ltda. v. The 
Plurinational State of Bolivia”, held that the pandemic brought about changes in the 
arbitration proceedings, but the parties seem to have adapted considerably to the 
new situation. 
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The same was ruled by the English High Court, in the case “Municipio de Mariana 
and others v BHP Group plc [2020] EWHC 928 (TCC)” which held that both the parties 
and the legal professionals should change their conventional way of thinking and 
acting in arbitration and adapt to the new conditions. It is therefore obligation of the 
arbitral tribunals, parties and counsels to become acquainted as quickly as possible 
with the new circumstances302. 
Additionally, is really important to ensure firstly, that witnesses are properly 
prepared for the remote hearing, which means that they should have at their disposal 
all the documents related to their testimony and secondly, that their evidence is not 
compromised303. All documents to be used during the virtual process must be clearly 
classified, numbered, and made available to the witness during the examination, 
without any annotations, explanatory notes, or mark-ups304.  
Finally, despite the existing restrictions and the fact that meetings between 
parties, counsels, witnesses, and experts are not always possible, the Federal Court of 
Australia in its case “Capic v Ford Motor Company of Australia Limited (Adjournment) 
[2020] FCA 486” held that as long as the trial is conducted virtually, the participants 
may use whatever digital means they wish for their communications. Also, Ford Motor 
Company argued that due to the circumstances it is not possible to meet with 
witnesses before the trial, resulting in a longer and more costly trial. The Court 
acknowledged that web-based meetings (e.g., video-conference platforms) could be 
more laborious and time-consuming, but that did not mean that the trial was unfair 
or void. Participants, and especially experts witnesses could also meet virtually before 
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3.6. Technical difficulties306 
The next considerable concern that often arises in the digital environment is that 
there may be technical difficulties during the virtual arbitration process. A technical 
problem may be due to many factors, such as an operation system error, or its 
erroneous installation307, unstable internet connection of the witness or the cross-
examining counsel, improper camera or microphone operation etc. All of these 
technical problems can complicate and degrade the quality and effectiveness of the 
witness examination by the arbitral tribunal and the counsels308. For instance, it might 
be unclear whether the witness’ or expert’s delay in answering questions is because 
his is secretly being advised or due to technological issues and delay in signal309. 
The basic requirement of due process, that must always be met, depends on 
whether the parties have the same technological capabilities310 to participate equally 
in the virtual process311. The main problem that is often observed is that there is a 
considerable gap between the parties in terms of their technological knowledge and 
skills312, as a result of which they do not have equal opportunity to present their 
arguments and submit their digital evidence313.  
The due process may also be challenged whenever the camera positioning and 
transmission conditions are not exactly the same314. These conditions would be alike 
only if the participants to the virtual hearing were testifying from identical electronic 
hearing rooms315. However, this is difficult to achieve as long as each participant will 
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use its own technical equipment to participate in virtual hearings316. Furthermore, 
some other factual examples, such as the focusing of the web camera on the speaker’s 
face or the movements of his hands, may lead to misconceptions about the 
participant’s arguments317. For instance, if the Webcam focuses on the person 
speaking, his facial and body reactions are highlighted, and this may lead the tribunal 
to misinterpret his arguments318. 
Another technical difficulty to be considered in advance is the different time 
zones of participants319, as very often arbitration disputes arise between parties 
located at different ends of the globe320. This problem is more easily solved for shorter 
hearings, but for hearings that last several days or involve parties from countries with 
different time zones, careful scheduling and proper time management is required321.  
The latter concern is related to the non-existence of the breakout rooms in the 
virtual hearings, in contrast to face-to face hearings where the parties used to use the 
breakout rooms to discuss confidentially, and exchange information and 
instructions322. 
Proposed solution 
To begin with, the parties throughout the virtual hearing should ensure that they 
have a stable internet connection and the same technical facilities, so that they can 
participate effectively, and present their arguments without interruptions or technical 
glitches323. In the case “Capic v Ford Motor Company of Australia Limited 
(Adjournment) [2020] FCA 486”, the Ford Motor Company argued that technical 
malfunctions, such as an unstable internet connection, would undermine the 
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efficiency of arbitral process and may lead to an unfair hearing. The Court, although 
acknowledging their concern, held that this problem “was not insurmountable”324. 
Firstly, to overcome a technical problem that may arise, the important parts of 
technical equipment should have backups325. The parties and the arbitral tribunal 
should have ensured that there is at least one back-up internet service provider and 
an alternative digital platform to be used for holding the hearing if any technical 
problem arises326. This will ensure the best possible level regarding the technological 
part of the virtual process and the parties will be more properly prepared327.  
Additionally, many severe technical failures in a computer system could be 
avoided by installing a well trusted anti-virus application and updating it frequently328. 
The installation of reliable and high-quality firewalls, antivirus, and anti-malware 
software,329 keep the device or network secure and prevent malware and viruses from 
being installed330. Also, in the event that there is an interruption or delay in the 
connection of an examined witness the arbitral tribunal may terminate or postpone 
his virtual examination, until any technical damage is repaired331. 
With regards to the different time zones, ICC has produced the “Note to the 
parties and arbitral tribunals on the conduct of the arbitration under the ICC Rules of 
Arbitration (2021)”332. The Guidance Note has already highlighted the issues which the 
tribunal will need to think in advance, in order to ensure that parties located in 
different countries or continents, with different time zones, have an equal and fair 
opportunity to present their arguments during the virtual hearing333.  
Also, the Austrian Supreme Court through its OGH Docket 18 ONc 3/20 decision 
was the first court to rule on this matter. The respondents argued that the different 
time zones led to unequal treatment of the parties, as their client would have to testify 
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at an inconvenient time for them334. With regards to this claim, the Court held that 
the time difference between the claimants and the respondents is balanced since the 
parties will not have to travel from Los Angeles (where they were sited) to Vienna 
(where the arbitration proceedings were taking place) to attend the hearing. 
Therefore, the Court rejected the respondents’ claim335. 
Moreover, guidance issued by the Chartered Institute of Arbitrators gives the 
opportunity to the participants to a virtual arbitration for breakout rooms, noting that 
party virtual breakout rooms should never be visible or audible to neutrals, since all 
the information disclosed throughout the “caucus meetings” is confidential to the 
parties involved336. 
Lastly, some more technical functions are suggested that can facilitate the virtual 
process. Aiming to increase both privacy and audibility of all participants, the use of 
headsets is recommended337. Also, any participant to the virtual hearing should turn 
off his microphone every time he does not speak, so that no external noises are heard 
while another participant is speaking338. This will improve the flow of the virtual 
process339. Lastly, participants should be in a well-lit place so that their facial 
expressions are clear and visible340 and the camera should be positioned against a 
neutral background, but not too bright, such as a window, so that all participants can 
focus and see the speaker's face clearly341. 
Summarizing, remote proceedings and the transition to virtual hearings present 
challenges. However, new methods of communication and digital tools have improved 
the arbitral process by providing new possibilities to the parties for presenting their 
evidence and conducting virtual hearings342. The arbitral institutions through their 
 
334 Id. Baysal, P., Korkmaz, M. & Kaçar, D. (2020). 
335 Id.  
336 CIArb Guidance Note on Remote Proceedings, §3.2; Id. Gupta, A. & Kavalakkat, N., p. 5. 
337 Seoul Protocol on Video Conferencing, Art. 5.2; CIArb Guidance Note on Remote Proceedings, §6.3; 
Id. Gupta, A. & Kavalakkat, N., p. 11. 
338 Id. Chawla, C. (2020). 
339 Africa Arbitration Academy Protocol, §5.3; Seoul Protocol on Video Conferencing, Art. 5.4. 
340 International Chamber of Commerce. (2021). Checklist for a protocol on virtual hearings and 
suggested clauses for cyber-protocols and procedural orders dealing with the organization of virtual 
hearings. p. 2; Id. Gupta, A. & Kavalakkat, N., p. 10. 
341 UNCITRAL. (2003). Dispute settlement-International commercial arbitration-Electronic arbitration, 
p. 36. 
342 Id. Mania, K. p. 77. 
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guidelines and national courts through their decisions make clear that the concerns 
related to the digital environment need to be overcome, either in arbitration or in 
judicial proceedings and technology is finally here to stay. 
 
Conclusions 
Arbitration as an alternative dispute resolution mechanism provides great 
flexibility343. But the pandemic SARS-CoV-2 crisis has led international arbitration out 
of its comfort zone. Parties, counsels, and arbitrators are called upon to adapt to the 
new conditions of conducting arbitrations virtually, using technological 
communication tools. 
The parties and the arbitral tribunals should overcome any hesitation concerning 
the digital environment of arbitration and integrate into the new conditions. The wise 
use of technological tools may mitigate the delays and insecurities in arbitral 
procedures generated by the pandemic, and lead to a faster and more efficient virtual 
process. The above-mentioned court decisions demonstrate the need to use 
technology in the field of justice. The national courts made the beginning by issuing 
decisions for the use of technological means in judicial proceedings and now, following 
the same line of thought, they demonstrate the need to use technology in arbitral 
procedures. As long as the basic principles of the arbitral procedure are respected and 
the parties’ rights are not violated, the remote processes will be encouraged in 
arbitration. 
At first level, to consider digital environment for arbitration, either partially or 
entirely, parties and tribunals need to feel secure in virtual arbitral processes and get 
acquainted with it. On one hand, the parties must be aware of the procedural 
electronic tools at their disposal and adopt a protocol regulating all the details 
concerning the virtual hearing, in order to ensure its smooth running. On the other 
hand, arbitral tribunals should promote and convene fully virtual hearings, adopt 
electronic case management tools and follow the protocols and guidelines issued for 
 
343 Chan, G. L. (2009). Getting to yes online: look at the history, concepts, issues and prospects of online 
dispute resolution systems (ODRS). Philippine Law Journal, 83(3), pp. 528-572, p. 528 (available at: Law 
Journal Library - HeinOnline.org) (last visited: November 30, 2020). 
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remote procedures. Protocols and methodical case management can assure a fair and 
efficient virtual process. 
However, the speed of electronic circulation of information related to the 
arbitration and the conduct of non-face to face hearings threaten the confidentiality 
and integrity of the virtual arbitration process. Specific rules must apply in order to 
protect due process, confidentiality and privacy of virtual proceedings. For instance, 
the equal treatment of parties and the opportunity to present fairly their case through 
virtual hearings, remain the basic obligation of the arbitral tribunal in the virtual 
process as well. Also, any breach of confidentiality may adversely affect the 
participants and undermine the security and privacy of the process. It is, therefore, 
necessary for the parties and the arbitral tribunal to take security measures, as to 
ensure the confidentiality of the arbitral process and prevent any relevant information 
from being leaked due to inexperienced or fraudulent use of technological tools. 
Lastly, the arbitral institutions have also responded to the technological and social 
changes that the pandemic brings about344. Through their protocols and guidelines, 
the institutions try to encourage the use of credible technology and enhance the 
efficiency of arbitral proceedings. They also promote equal, transparent, and efficient 
presentation of digital evidence during the virtual hearing345. Finally, they suggest the 
adoption of cybersecurity measures to ensure the probity of virtual hearings346 and 
protect the communications and data exchanged by the parties in the digital 
landscape of arbitral proceedings.  
In conclusion, the invasion of the digital world in the field of arbitration 
undoubtedly presented challenges. However, the arbitral community seems, in theory 
to be responding adequately to the new reality347. The arbitration remains a flexible 
mechanism, capable of assisting the parties to resolve their disputes by taking 
advantage of the available technological tools and the new possibilities offered by the 
 
344 Rabinovich-Einy, O. (2004). Balancing the Scales: The Ford-Firestone Case, the Internet, and the 
Future Dispute Resolution Landscape, 6 YALEJ.L. & TECH. 1, pp. 20-21. (available at: 
https://digitalcommons.law.yale.edu/yjolt/vol6/iss1/1/) (last visited: December 25, 2020); See also id. 
Sela, A. p. 638. 
345 Africa Arbitration Academy Protocol, §1.8. 
346 Id. 
347 Id. Kazmi, S. & Bradford, J. (2020). 
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Internet348. In any case, the success of a fair, efficient, and cost-effective virtual 
process depends on the parties and the arbitral tribunals.  
 
348 IBA Rules on the Taking of Evidence in International Arbitration, p. 4. 
 








000.pdf) (last visited: at January 13, 2021). 
2. Australian Securities and Investments Commission v GetSwift Limited [2020] 
FCA 504 (available at: BarNet Jade - Find recent Australian legal decisions, 
judgments, case summaries for legal professionals (Judgments And Decisions 
Enhanced) (last visited: January 10, 2021). 
3. Capic v Ford Motor Company of Australia Limited (Adjournment) [2020] FCA 
486 (available at: Capic v Ford Motor Company of Australia Limited 
(Adjournment) [2020] FCA 486 - Schindlers Attorneys) (last visited: January 10, 
2021). 
4. English High Court, Municipio de Mariana and others v. BHP Group PLC, 2020. 
(available at: https://www.lexology.com/library/detail.aspx?g=31cdff56-8c71-
428d-9395-2096a0d91806) (last visited: January 13, 2021). 
5. Permanent Court of Arbitration, Case of the american citizen Julio Miguel 
Orlandini Agreda and the Orlandini Mining Company 2020. (available at: 
https://www.lexology.com/library/detail.aspx?g=31cdff56-8c71-428d-9395-
2096a0d91806) (last visited: January 13, 2021). 
 
Protocols and guidelines of international arbitral institutions 
6. Africa Arbitration Academy. (2020). Protocol on virtual hearings in Africa. 
(available at: https://www.africaarbitrationacademy.org/wp-
content/uploads/2020/04/Africa-Arbitration-Academy-Protocol-on-Virtual-
Hearings-in-Africa-2020.pdf) (last visited: December 12, 2020). 
 
  -50- 
7. American Arbitration Association (AAA). Access and Manage Your Case. 
(available at: 
https://apps.adr.org/AAAApp/faces/login.jsf?_ga=2.102536327.701953790.1
607791071-640022800.1607791071) (last visited: December 15, 2021). 
8. Chartered Institute of Arbitrators (CIArb). (2020). Guidance Note on Remote 
Dispute Resolution Proceedings. (available at: 
https://www.ciarb.org/media/8967/remote-hearings-guidance-note.pdf) 
(last visited December 12, 2020). 
9. China International Economic and Trade Arbitration Commission (CIETAK). 
(2020). Guidelines on Actively and Steadily Promoting Arbitration Procedures 
During the New Coronary Pneumonia Epidemic (Trial). (available at: 
http://www.cietac.org.cn/index.php?m=Article&a=show&id=16910) (last 
visited: December 13, 2020). 
10. European Union Agency for Network and Information Security (ENISA). (2016). 
Security guidelines on the appropriate use of qualified electronic signatures 
Guidance for users. (available at: https://op.europa.eu/el/publication-detail/-
/publication/25a740dd-d3dd-11e6-ad7c-01aa75ed71a1) (last visited: 
November 10, 2020). 
11. International Bar Association. (2010). IBA Rules on the Taking of Evidence in 
International Arbitration. (available at: 
https://www.ibanet.org/Document/Default.aspx?DocumentUid=68336C49-
4106-46BF-A1C6-A8F0880444DC) (last visited: November 25, 2020). 
12. International Centre for Settlement of Investment Disputes (ICSID). (2020). A 
Brief Guide to Online Hearings at ICSID. (available at: 
https://icsid.worldbank.org/news-and-events/news-releases/brief-guide-
online-hearings-icsid) (last visited: December 11, 2020). 
13. International Chamber of Commerce (ICC). (2021). Checklist for a protocol on 
virtual hearings and suggested clauses for cyber-protocols and procedural 
orders dealing with the organization of virtual hearings. (available at: 
https://iccwbo.org/content/uploads/sites/3/2020/12/icc-checklist-cyber-
protocol-and-clauses-orders-virtual-hearings-english.pdf) (last visited: January 
12, 2021). 
 
  -51- 
14. International Chamber of Commerce (ICC). (2021). Note to Parties and Arbitral 
Tribunals on the Conduct of the Arbitration – 01-01-2021. (available at: 
https://iccwbo.org/publication/note-to-parties-and-arbitral-tribunals-on-the-
conduct-of-the-arbitration-01-01-2021-english-version/) (last visited: January 
13, 2021). 
15. International Chamber of Commerce (ICC). (2020). Arbitration Rules 2021 and 
Mediation Rules 2014. (https://iccwbo.org/publication/arbitration-rules-and-
mediation-rules/) (last visited: January 10, 2021). 
16. International Chamber of Commerce (ICC). (2020). Filing a request. (available 
at: https://iccwbo.org/dispute-resolution-services/arbitration/filing-a-
request/) (last visited: December 12, 2020). 
17. International Chamber of Commerce (ICC). (2020). ICC COMMISSION REPORT: 
Managing E-Document Production. [available at: 860-0 ENG 
Managingcover.indd (iccwbo.org)] (last visited: December 20, 2020). 
18. International Chamber of Commerce (ICC). (2020). ICC Guidance Note on 
Possible Measures Aimed at Mitigating the Effects of the COVID-19 Pandemic. 
(available at: https://iccwbo.org/content/uploads/sites/3/2020/04/guidance-
note-possible-measures-mitigating-effects-covid-19-english.pdf) (last visited: 
December 10, 2020). 
19. International Chamber of Commerce (ICC). (2020). Urgent COVID-19 message 
to DRS community. (available at: https://iccwbo.org/media-wall/news-
speeches/covid-19-urgent-communication-to-drs-users-arbitrators-and-
other-neutrals/) (last visited: December 12, 2020). 
20. International Council for Commercial Arbitration (ICCA), New York City Bar 
Association, and International Institute for Conflict Prevention and Resolution 
(CPR). (2020). Cybersecurity Protocol on Cybersecurity in International 




_print_version.pdf) (last visited: November 15, 2020). 
 
  -52- 
21. Korean Commercial Arbitration Board (KCAB). (2020). Seoul Protocol on Video 
Conferencing. (available at: 
http://www.kcabinternational.or.kr/user/Board/comm_notice_view.do?BBS
_NO=548&BD_NO=169&CURRENT_MENU_CODE=MENU0025&TOP_MENU_
CODE=MENU0024) (last visited: December 15, 2020). 
22. London Court of International Arbitration (LCIA). (2020). LCIA Arbitration Rules. 
(available at: https://www.lcia.org/Dispute_Resolution_Services/lcia-
arbitration-rules-2020.aspx) (last visited: December 5, 2020). 
23. London Court of International Arbitration (LCIA). (2020). LCIA Services Update: 
COVID-19. (available at: LCIA Services Update: COVID-19) (last visited: 
December 13, 2020). 
24. Singapore International Arbitration Centre (SIAC). (2020). Enhanced Covid-19 
measures at SIAC. (available at: 
https://www.siac.org.sg/images/stories/press_release/2020/%5bANNOUNCE
MENT%5d%20ENHANCED%20COVID-19%20MEASURES%20AT%20SIAC.pdf) 
(last visited: December 13, 2020). 
25. United Nations Conference on Trade and development (UNCITRAL). (2013). 
UNCITRAL Arbitration Rules. (available at: 
https://uncitral.un.org/sites/uncitral.un.org/files/media-
documents/uncitral/en/uncitral-arbitration-rules-2013-e.pdf) (last visited: 
November 30, 2020). 
26. United Nations Conference on Trade and development (UNCITRAL). (2007). 
The United Nations Convention on the Use of Electronic Communications in 
International Contracts. [(available at: 06-57452_main_pr.qxp (uncitral.org)] 
(last visited: November 25, 2020). 
27. United Nations Conference on Trade and development (UNCITRAL). (2003). 
Dispute settlement-International commercial arbitration-Electronic 
arbitration (available at: https://unctad.org/system/files/official-




  -53- 
Secondary sources 
Books 
28. Abdel Wahab, M.S. (2012). ODR and E-Arbitration, Trends and Challenges, in 
Abdel Wahab, M.S., Katsh, E., & Rainey D. Online Dispute Resolution Theory 
and Practice. Eleven International Publishing; The Hague; the Netherlands. 
29. Antwi-Boasiako, A., Venter, H., et. al. (2017). A Model for Digital Evidence 
Admissibility Assessment in Advances in Digital Forensics XIII. Springer 
International Publishing, USA. 
30. Cooley, J.W. (2009). The Arbitrator’s Handbook. Second Edition, NITA, Wolters 
Kluwer. 
31. Derains, Y, (2006). Towards Greater Efficiency in Document Production before 
Arbitral Tribunals: A Continental Viewpoint, ICC International Court of 
Arbitration Bulletin, Special Supplement. 
32. Fiadjoe, A. (2004). Alternative Dispute Resolution: A Developing World 
Perspective. Routledge-Cavendish Publishing. 
33. Heuvel, E. (1997). Online Dispute Resolution as a Solution to Cross-border E-
disputes: An Introduction to ODR. 
34. Koops, B.J. (1999). The Crypto Controversy, A Key Conflict in the Information 
Society, chapter 3. 1st edition, The Hague/London/Boston. 
35. Mason, S. & Seng, D. (2017). Electronic Evidence. Institute of Advanced Legal 
Studies for the SAS Humanities Digital Library, School of Advanced Study, 
University of London. (available at: https://humanities-digital-
library.sas.ac.uk/index.php/hdl/catalog/view/electronicevidence/16/93-1). 
36. Park, W. (2006). Arbitration of International Business Disputes: Studies in Law 
and Practice. Oxford; New York; Oxford University Press. 
37. Rhoades, R.V., Kolkey, D.M., Chernick, R. (2007). Practitioner’s Handbook on 
International Arbitration and Mediation, JurisNet, LLC. 
38. Schultz, T. (2006). Information Technology and Arbitration - A Practitioner's 




  -54- 
Journal articles 
 
39. Allende, L., & Fontana, A. (2017). Did You Really Send It? Email Evidence in 
Litigation and Arbitration in Argentina. Defense Counsel Journal, 84(3), pp. 1-
10. [available at: Did You Really Send It: Email Evidence in Litigation and 
Arbitration in Argentina 84 Defense Counsel Journal 2017 (heinonline.org)] 
(last visited: December 12, 2020). 
40. Badiei, F. (2015). Using Online Arbitration in E-commerce Disputes: A Study on 
B2B, B2C and C2C Disputes. International Journal of Online Dispute Resolution, 
2(1), pp. 88-113. [available at: Using Online Arbitration in E-Commerce 
Disputes: A Study on B2B, B2C and C2C Disputes 2 International Journal of 
Online Dispute Resolution 2015 (heinonline.org)] (last visited: December 12, 
2020). 
41. Benyekhlef, K. & Gélinas, F. (2005). Online Dispute Resolution. Lex Electronica, 
10(2). (available at: https://www.lex-electronica.org/files/sites/103/10-
2_benyekhlef-gelinas.pdf) (last visited: November 27, 2020). 
42. Cakir, G. & Dalar, E. (2018). Arbitration via Internet Environment Online 
Arbitration. GSI Articletter, (19), pp. 223-236. (available at: Law Journal Library 
- HeinOnline.org) (last visited: December 12, 2020). 
43. Cao, Y. (2019). Collecting and Preserving Procedures of Electronic Evidence: 
Analysis of Qvod Player Case in China. GJFSM, 2(1). (available at: 
10.33552/GJSFM.2019.02.000526) (last visited: December 13, 2020). 
44. Chan, G. L. (2009). Getting to yes online: look at the history, concepts, issues 
and prospects of online dispute resolution systems (ODRS). Philippine Law 
Journal, 83(3), pp. 528-572. (available at: Law Journal Library - HeinOnline.org) 
(last visited: November 30, 2020). 
45. Cona, F. A. (1997). Application of online systems in alternative dispute 
resolution. Buffalo Law Review, 45(3), pp. 975-1000. (available at: Law Journal 
Library - HeinOnline.org) (last visited: December 7, 2020). 
46. Condlin, R. J. (2016). Online Dispute Resolution: Stinky, Repugnant, or Drab. U 
of Maryland Legal Studies Research Paper No. 2016-40. (available at: Online 
 
  -55- 
Dispute Resolution: Stinky, Repugnant, or Drab by Robert Condlin :: SSRN) (last 
visited: December 5, 2020). 
47. Ebner, N.; Zeleznikow, J. (2015). Fairness, trust and security in online dispute 
resolution. Hamline Journal of Public Law & Policy, 36(2), pp. [vi]-160. 
(available at: Law Journal Library - HeinOnline.org) (last visited: December 2, 
2020). 
48. Embley, P.L. (2020). Managing Evidence for Virtual Hearings. (available at: 
Managing Evidence for Virtual Hearings by P.L. Embley :: SSRN) (last visited: 
December 5, 2021). 
49. Fayad, M. & Kazzi, H. (2015). Electronic Arbitration in Lebanon – overview and 
trends. European Scientific Journal, ESJ, 11(7). (available at: 
https://eujournal.org/index.php/esj/article/view/5304) (last visited: 
December 2, 2020). 
50. Friedman, G. H. (1996). Alternative dispute resolution and emerging online 
technologies: Challenges and opportunities. Hastings Communications and 
Entertainment Law Journal (Comm/Ent), 19(3), pp. 695-718. (available at: Law 
Journal Library - HeinOnline.org) (last visited: December 10, 2020). 
51. Gielen, V.N., Wahnschaffe, C. (2020). Die virtuelle Verhandlung im 
Schiedsverfahren. SchiedsVZ, pp. 257-265. (available at: Meldung - beck-
online) (last visited: January 24, 2021). 
52. Graves, J. (2015). Leveraging Technology for More Cost-Effective Arbitration of 
Cross-Border Commercial Disputes: An Introduction to the Range of 
Possibilities with a Focus on MSMEs. J. Tech. in Int’l Arb. 35(1), Touro Law 
Center Legal Studies Research Paper Series No. 16-24. (available at: Leveraging 
Technology for More Cost-Effective Arbitration of Cross-Border Commercial 
Disputes: An Introduction to the Range of Possibilities with a Focus on MSMEs 
by Jack Graves :: SSRN) (last visited: December 25, 2020). 
53. Herboczková, J. (2008). CERTAIN ASPECTS OF ONLINE ARBITRATION. [available 
at: herboczkova (muni.cz)] (last visited: December 2, 2020). 
54. Jokubauskas, R. & Świerczyński, M. (2020). Is revision of the council of Europe 
guidelines on electronic evidence already needed? Utrecht Law Review, 16(1), 
 
  -56- 
pp. 13–20. (DOI: https://doi.org/10.36633/ulr.525) (last visited: December 3, 
2020). 
55. Kaufmann-Kohler, G. & and Bartsch, P. (2004). Discovery in International 
Arbitration: How Much is Too Much? SchiedsVZ, Heft 1, pp. 13-21. (available 
at: Discovery in international arbitration : how much is too much ? | Archive 
ouverte UNIGE) (last visited: December 13, 2020). 
56. Kaufmann-Kohler, G. & Schultz, T. (2005). The Use of Information Technology 
in Arbitration. Jusletter 5. [available at: Jusletter - The Use of Information 
Technology in Arbitration (weblaw.ch)] (last visited: December 5, 2020). 
57. Kubalczyk, M.A. (2015). Evidentiary Rules in International Arbitration – A 
Comparative Analysis of Approaches and the Need for Regulation. Groningen 
Journal of International Law, 3(1), pp. 85-109. (available at: 
https://grojil.files.wordpress.com/2015/05/grojil_vol3-
issue1_kubalczyk_.pdf) (last visited: December 13, 2020). 
58. Lavi, D. (2016). Three Is Not a Crowd: Online Mediation-Arbitration in Business 
to Consumer Internet Disputes, U. PA. J. INT’L L. 37 (3). [available at: "Three Is 
Not a Crowd: Online Mediation-Arbitration in Business to Cons" by Dafna Lavi 
(upenn.edu)] (last visited: December 11, 2020). 
59. Legg, M. (2021). The COVID-19 Pandemic, the Courts and Online Hearings: 
Maintaining Open Justice, Procedural Fairness and Impartiality (2021). 
Forthcoming (2021) Federal Law Review, UNSW Law Research No. 20-46. 
(available at: The COVID-19 Pandemic, the Courts and Online Hearings: 
Maintaining Open Justice, Procedural Fairness and Impartiality by Michael 
Legg :: SSRN) (last visited: January 15, 2021). 
60. Malacka, M. (2013). Evidence in International Commercial Arbitration. 
International and Comparative Law Review, 13(1), pp. 97–104. (available at: 
https://doi.org/10.1515/iclr-2016-0061)  (last visited: December 13, 2020). 
61. Mania, K. (2015). Online Dispute Resolution: The Future of Justice. 
International Comparative Jurisprudence, 1(1), pp. 76-86. (available at: 
https://doi.org/10.1016/j.icj.2015.10.006) (last visited: November 10, 2020). 
 
  -57- 
62. Nwandem, O. (2014). Online Dispute Resolution: Scope and Matters Arising. 
(available at: Online Dispute Resolution: Scope and Matters Arising by Osinachi 
Nwandem :: SSRN) (last visited: December 20, 2020). 
63. Pavlovskaya, V. (2019). Digital Evidence in International Commercial 
Arbitration: High Time or High Hopes? ARBITRATION JOURNAL. [available at: 
Analytics (arbitration.ru)]  (last visited: December 13, 2020). 
64. Pietrowski, R. (2006). Evidence in International Arbitration. Arbitration 
International, 22(3), pp. 373-410. 
65. Pryles, M. & Waincymer, P. (2009). Multiple Claims in Arbitrations Between 
the Same Parties. ICCA INTERNATIONAL ARBITRATION CONFERENCE; ICCA 
CONGRESS SERIES, Kluwer Law International. (available at: 
https://cdn.arbitration-icca.org/s3fs-
public/document/media_document/media012223886747020multiple_claims
_in_arbitrations_between_the_same_parties.pdf) (last visited: November 15, 
2020). 
66. Rabinovich-Einy, O. (2004). Balancing the Scales: The Ford-Firestone Case, the 
Internet, and the Future Dispute Resolution Landscape, 6 YALEJ.L. & TECH. 1. 
(available at: https://digitalcommons.law.yale.edu/yjolt/vol6/iss1/1) (last 
visited: December 25, 2020). 
67. Ross, S., Goddard, A., et al. (2020). Construction Law Quarterly. In Proceedings 
of the Institution of Civil Engineers - Management, Procurement and Law, 173 
(3), pp. 122-137. (available at: 
https://www.icevirtuallibrary.com/doi/10.1680/jmapl.2020.173.3.122) (last 
visited: December 5, 2020). 
68. Saleh Jaberi, M. (2010). Online arbitration: A vehicle for dispute resolution in 
Electronic commerce. (available at: Online Arbitration: A Vehicle for Dispute 
Resolution in Electronic Commerce by M. Saleh Jaberi :: SSRN) (last visited: 
December 5, 2020). 
69. Scherer, M. (2020). Remote Hearings in International Arbitration: An Analytical 
Framework. Journal of International Arbitration, 37(4), Queen Mary School of 
Law Legal Studies Research Paper No. 333/2020. (available at SSRN: Remote 
 
  -58- 
Hearings in International Arbitration: An Analytical Framework by Prof Maxi 
Scherer :: SSRN) (last visited: December 13, 2020). 
70. Schultz, T., Bonnet, V. et al. (2002). Electronic Communication Issues Related 
to Online Dispute Resolution Systems. The Eleventh International World Wide 
Web Conference. (available at: Electronic Communication Issues Related to 
Online Dispute Resolution Systems by Thomas Schultz, Vincent Bonnet, Karima 
Boudaoud, a bc, Jürgen Harms, Dirk Langer :: SSRN) (last visited: December 15, 
2020). 
71. Schwarzenbaker, P. (2018). Online arbitration: European and US perspective. 
Bocconi Legal Papers, 10(1), pp. 387-425. (available at: 
https://heinonline.org/HOL/Page?handle=hein.journals/bocclp10&collection
=journals&id=399&startid=&endid=437) (last visited: December 20, 2020). 
72.  Sela, A. (2017). The effect of online technologies on dispute resolution system 
design: Antecedents, current trends, and future directions. Lewis & Clark Law 
Review, 21(3), pp. 635-684. (available at: Law Journal Library - HeinOnline.org) 
(last visited: November 14, 2020). 
73. Shah, A. (2004). Using ADR to resolve online disputes. Richmond Journal of Law 
& Technology, 10(3), pp. 1-24. (available at: Law Journal Library - 
HeinOnline.org) (last visited: December 14, 2020). 
74. Sussman, E. (2018). Cyber Intrusion as the Guerrilla Tactic: An Appraisal of 
Historical Challenges in an Age of Technology and Big Data. (available at: Cyber 
Intrusion As the Guerrilla Tactic: An Appraisal of Historical Challenges in an Age 
of Technology and Big Data by Edna Sussman :: SSRN) (last visited: December 
10, 2020). 
 
Websites and blogs 
75. Baker, M. & Ibrahimov, A. (2017). International Arbitration Report. Norton 
Rose Fulbright. (available at: Online Dispute Resolution and electronic hearings 
| Uganda | Global law firm | Norton Rose Fulbright) (last visited: December 12, 
2020). 
 
  -59- 
76. Bates, W., Huntley, R., and Starnes, Jr. W (2017). Ten Tips for Direct 
Examination and Cross-Examination, pp. 342-343. [available at: wwb-rth-wss-
ajta-2015.pdf (starneslaw.com)] (last visited: November 1, 2020). 
77. Baysal, P., Korkmaz, M. & Kaçar, D. (2020). Arbitration and Virtual Hearings. 
Gün + Partners. (available at: https://gun.av.tr/insights/articles/arbitration-
and-virtual-hearings#_ftnref2) (last visited: January 10, 2021).  
78. Chawla, C. (2020). International Arbitration During COVID-19: A Case Counsel’s 




visited: December 12, 2020). 
79. Cleary Gottlieb. (2020). International Arbitration in the Time of COVID-19: 
Navigating the Evolving Procedural Features and Practices of Leading Arbitral 
Institutions. (available at: https://www.clearygottlieb.com/-
/media/files/alert-memos-2020/international-arbitration-in-the-time-of-
covid19.pdf) (last visited: December 12, 2020). 
80. CMS – Law- Now. (2020). (available at: https://www.cms-
lawnow.com/ealerts/2020/12/arbitral-rules--the-season-of-change-
continues-icc-arbitration-update) (last visited: January 5, 2021). 
81. Connerty, A. (2020). The Future of International Arbitration following the 
Pandemic: The Hybrid Hearing? (available at: CIArb - The Future of 
International Arbitration following the Pandemic: The Hybrid Hearing?) (last 
visited: December 12, 2020). 
82. Economou, G. (2019). Admissibility and Presentation of Evidence in 
International Commercial Arbitration (available at: 
http://www.greeklawdigest.gr/topics/judicial-system/item/208-admissibility-
and-presentation-of-evidence-in-international-commercial-arbitration) (last 
visited: December 12, 2020). 
83. Government of Alberta. (2020). Evidence-Residential Tenancy Dispute 
Resolution Service (RTDRS). (available at: 
https://open.alberta.ca/dataset/bee7071d-5c17-41d1-b7ee-
 
  -60- 
ea9f140d2526/resource/bbe4fafa-1f36-47db-9240-
d97f9df511e2/download/sa-evidence-residential-tenancy-dispute-resolution-
service-rtdrs-2020.pdf) (last visited: November 20, 2020). 
84. Government of British Columbia. (2020). Preparing Evidence (available at: 
https://www2.gov.bc.ca/gov/content/housing-tenancy/residential-
tenancies/apply-online/prepare-for-your-hearing/preparing-evidence) (last 
visited at: December 13, 2020). 
85. Gupta, A. & Kavalakkat, N. (2020). Virtual Arbitration in India. A practical Guide. 
Centre for Arbitration and Research. MNLU Mumbai. (available at: 
https://mnlumumbai.edu.in/pdf/Virtual%20Arbitration%20in%20India,%20C
AR%20MNLU%20Mumbai.pdf) (last visited: December 12, 2020). 
86. HFW (2020). QUESTIONS AND ANSWERS ON HOW BEST TO DEAL WITH 
INTERNATIONAL ARBITRATION IN THE FACE OF COVID-19 (available at: 
001977-HFW-How-best-to-deal-with-International-Arbitration-in-the-face-of-
Covid-19-March-2020.pdf) (last visited: November 3, 2020). 
87. Hӧrnle, J., Hewitson, M. & Chernohorenko, I. (2018). TECHNICAL STUDY ON 
ONLINE DISPUTE RESOLUTION MECHANISMS. Online Dispute Resolution and 
Compliance with the Right to a Fair Trial and the Right to an Effective Remedy 
(Article 6 and 13 of the European Convention of Human Rights). (available at: 
https://rm.coe.int/cdcj-2018-5e-technical-study-odr/1680913249) (last 
visited: December 13, 2020). 
88. Introducing Digital Evidence in California State Courts. [available at: California 
State Rules of Evidence (iap-association.org)]. 
89. Kazmi, S. & Bradford, J. (2020). Coronavirus & Arbitration: Institutional 
Responses, challenges and practical tips. (available at: 39 Essex Chambers | 
Coronavirus & Arbitration: Institutional Responses, Challenges and Practical 
Tips (Part One) | 39 Essex Chambers | Barristers' Chambers & 
https://www.39essex.com/coronavirus-arbitration-institutional-responses-
challenges-and-practical-tips-part-two/). (last visited: December 12, 2020). 
90. Kim, P., Rowe, L., et. al. (2020). Hong Kong Arbitration Week Recap: 
International Arbitration in Times of COVID (available at: 
http://arbitrationblog.kluwerarbitration.com/2020/10/20/hong-kong-
 
  -61- 
arbitration-week-recap-international-arbitration-in-times-of-covid/) (last 
visited: December 12, 2020). 
91. Oldenstam, R., Löf, K. et. al. (2019). Concise Guide to Arbitration in Sweden. 
Mannheimer Swartling’s. [available at: concise-guide-to-arbitration-2019.pdf 
(mannheimerswartling.se)] (last visited: December 13, 2020). 
92. Ostrove, M, Vejar, K. et. al. (2020). Online Arbitration Hearings: A review of key 
developments in response to COVID-19 (available at: 
https://www.dlapiper.com/en/europe/insights/publications/2020/09/virtual-
hearings-report/) (last visited: December 4, 2020). 
93. Ripatti, T. (2018). Digital evidence in international commercial arbitration 
(Bachelor’s thesis). Tallinn University of Technology, Tallinn. 
94. Saleem, S. (2015). Protecting the Integrity of Digital Evidence and Basic Human 
Rights During the Process of Digital Forensics (Academic dissertation for the 
Degree of Doctor). Stockholm University, Stockholm. (available at: 
https://www.diva-portal.org/smash/get/diva2:806849/FULLTEXT02.pdf) (last 
visited: December 13, 2020). 
95. Scherer, M., Schwarz, F., Ortner H. etc. (2020). In a ‘First’ Worldwide, Austrian 
Supreme Court Confirms Arbitral Tribunal’s Power to Hold Remote Hearings 
Over One Party’s Objection and Rejects Due Process Concerns”, Kluwer 
Arbitration Blog. (available at: In a ‘First’ Worldwide, Austrian Supreme Court 
Confirms Arbitral Tribunal’s Power to Hold Remote Hearings Over One Party’s 
Objection and Rejects Due Process Concerns - Kluwer Arbitration Blog) (last 
visited: January 13, 2021). 
96. Schlaepfer, V. A., & Alarcón, V. (2019). Direct and Re-Direct Examination. 
Global Arbitration Review. (available at: Global Arbitration Review - The Guide 
to Advocacy) (last visited: December 13, 2020). 
97. Scherer, M., Bassiri, N., et. al. (2020). International Arbitration and the COVID-
19 Revolution (Part 1 of 2). Kluwer Arbitration Blog. (available at: ‘International 
Arbitration and the COVID-19 Revolution’ (Part 1 of 2) - Kluwer Arbitration 
Blog) (last visited: December 12, 2020). 
98. Volterra Fietta. (2020). The impact of COVID-19 on arbitration proceedings and 
due process. (available at: https://www.volterrafietta.com/volterra-fietta-
 
  -62- 
client-alert-the-impact-of-covid-19-on-arbitration-proceedings-and-due-
process/) (last visited: December 3, 2020). 
 
Videos 
99. Born, G.  (May 5, 2020). Virtual Hearings: Contemporary Perspectives – Part 1. 
SIAC Webinar Series. (available at: 
https://www.youtube.com/watch?v=6J4dbPI-17c&t=2704s) (last visited: 
December 12, 2020). 
100. Scherer, M. (29 April 2020). Online Hearing Against the Wish of One 
Party. SCC Online Seminar Series. (available at: 
https://vimeo.com/414726437) (last visited: December 12, 2020). 
 
 
 
 
 
 
 
 
 
